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/ARX - A Comprehensive Tool for Anonymizing Biomedical Data

ARX: Towards useful data anonymization

* Usability has many dimensions
* Ability to balance data utility with privacy requirements
* Need to support a broad spectrum of methods
* Privacy models
* Transformation models
* Methods for analyzing data utility
* Methods for analyzing risks
* Further “non-functional” requirements
* Integrated and harmonized: ARX is not a “tool box”
* Compatibility (syntactic and semantic)
* Performance and_scalability

* Intuitive visualization and parameterization
* Provide methods to end-users as well as programmers
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ARX: Highlights

e Compatibility

* Built-in data import facilities
* Relational databases (MS SQL, DB2, SQLite, MySQL)
* MS Excel
* CSV (all common formats, auto-detection)

* Support for different data types and scales of measure
 Strings (with nominal and ordinal scale)
* Dates (interval scale)
* Numbers (ratio scale)
* Automatic detection of data types and formats

* Methods for handling and cleaning low-quality data
* Handles missing and invalid values correctly
* In privacy models, transformation methods, visualizations
* Manual removal of tuples, query interface, find & replace
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ARX: Highlights

* Flexible transformation methods

* Global recoding
* Full-domain generalization
* Top- & bottom coding

* Local recoding
* Tuple suppression

* Fully integrated and parameterizable
* Importance of attributes, suitability of methods

* Functional representations of transformation rules

* Especially functional representations of hierarchies

* Support for categorical and continuous variables (categorization)
e Multiple methods for measuring data utility

* Parametrizable, e.g., with different aggregate functions

* Use functional representations of transformation rules
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ARX: Highlights

e Multiple apriori privacy models
* k-Anonymity
* {-Diversity (distinct, entropy, recursive-(c, 1))
* t-Closeness (equal and hierarchical ground distance)
* O-Presence

* Multiple methods for risk-based anonymization
* Sample characteristics
* Average cell size
* Sample uniqueness
* Super-population models
* Decision rule by Dankar et al.
* Based on models by Pitman, Zayatz and the SNB model
e Support for arbitrary combinations of these models
* Optimal solution within our coding model
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ARX: Highlights

e Scalability: ARX can handle large datasets (several million data
entries) on commodity hardware

o Efficient in-memory data management engine
* Works with compressed data representations

* Tight coupling between transformation operators and the ,database
kernel”

* Provides a space-time trade-off
* Optimized search strategy: Based on multiple pruning strategies
o Efficient implementations of further complex tasks

* Evaluations of privacy criteria (e.g. t-closeness, 0-presence)

* Methods for solving non-linear equation systems

* Background jobs in the user interface
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ARX: Highlights

e Comprehensive graphical interface
* Scalablity comparable to the ARX API
* Supports all methods provided by the ARX API
* Cross-platform (Windows, Linux/GTK, OSX) with native interfaces
* Available as binary distributions with installers

' ™

° |ndependent API | Anonymization algorithms

Y

* User interface sits on top _
criteria utility

« Javal library

* All methods provided by ARX gume — . )
are first-class citizens in both

worlds [ User interface ]
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ARX: Anonymization workflow

® |[terative process to successively refine transformations

e Supported by the scalability of our framework

e Three (repeating) steps, mapped to four perspectives

Import Data

Export Data

%

3

Y(
[ Configure } [ Explore ] [ Analyze ]
)

a

Y ( 3

- Define transformation model
- Define privacy model
- Define coding model

- Filter and analyze the
solution space
- Organize transformations

- Compare and analyze
iInput and output
- Regarding risks and

utility
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ARX: Wizard for data import

¥# Import data [ =[G =] "7 Import data =15
csv JDBC
Please provide the information requested below Please provide the information requested below
Location [F:\arx-data\data-am|a2014\adult.tsv v] [Bmwse.,.l Type [MysQL -
Delimiter [,' v]
Quote[" '] Server localhost
Escape [ -] Port 3306
Linebreak[Windaws v] Usemame | root
[] First row contains column names
Password eesss
) N ; Database annnymlze{
SEX age race marital-status education native-cor *
Male 39 White Never-married Bachelors United-5t
Male 50 White Married-civ-s...  Bachelors United-5te
Male 38 White Divorced HS-grad United-Stz
Male 53 Black Married-civ-s...  11th United-Stz
Female 28 Black Married-civ-s...  Bachelors Cuba
Female 3 White Married-civ-s... Masters United-Stz
Female 40 Rlarl Married-cnnne Oth lamaira
"4 Import data = [-= @ ¥ Import data o [[® ][ =]
Excel Columns
Please provide the information requested below Please check and/or modify the detected columns
Location [F:\am\data\test.xls v] [Bvowse...l DA Name Datatype Format
Sheet [Tabellel - @ s B
7 age nteger -
[¥] First row contains column names 1. H
| race
i Decimal (#,#20) 100%
|- 0
- marital-status Decimal (% £20.22) 100%
age gender zipcode education String 100%
34 male 81667 native-country
45 female 81675 [#] workclass String
66 male 81925 occupation String
70 female 81931 salary-class String
34 female 81931
70 male 81931
45 male 81931
I Move up ] [ Il Move down

[7] Perform data cleansing

19.03.2015
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ARX: Configuration (1)

¥# ARX Anonymization Tool - Example
File Edit View Help

BEBEEPB@eal v Xal 4B

$EHEEl@

(oo =]

Transformations: 12960 Selected: [0, 2,0,1,2,1,1,1,0] Applied: [0,2,0,1,2,1,1,1,0]

saw Configure transformation . Explore results | >%* Analyze utility| ¥ Analyze risk Y
Input data 4 (1] E L? ] sex age race marital-status education workclass| L> ]
sEx . race marital-status education - TTw— l - - [1 ] - + Default
1 [v|Female 51 Black Divorced Some-college ype | Quasiidentifving v | Data Type: | Integer ) rormat
2 /| Female 54 Black Divorced Bachelors
: leve-0 | levelk1 | level2 | Level-4 -
3 [v]Female 55 Black Divorced Assoc-acdm
- 1 0-4 0-9 0-19
4 /| Female 52 Black Divorced Masters
- 2 0-4 0-9 0-19
5 |v]Female 53 Black Never-married Some-college
3 0-4 0-9 0-19
6 [v]Female 51 Black Separated Some-college
Femal 52 Black Separated A ! p4 P9 p-19
V| Female ac eparate 550C-VOC
: Femal 53 Black 5 ; ted 5 I ° p-4 o9 p-19 e
V| Female ac eparate ome-ceollege
- .p J 6 5-9 0-9 0-19 Delete row
g |v|Female 56 Black Widowed Some-college ; 9 b9 b-19
10 | Female 52 White Divorced Some-college Insert column
- - 8 5-9 0-9 0-19
11 [v| Female 54 White Divorced Bachelors 9 9 b9 b-19 Delete column
12 | Female 51 White Divorced Masters M -
an cn nn A an ove up
13 [v| Female 52 White Divorced Some-college 4
Femal 56 Whi Di d Bachel Move down
/| Female ite ivorce achelors
— : : Minimum: | All | Maximum: | All L Z]
15 [v| Female 56 White Divorced Some-college Edit item
16 [v| Female 57 White Divorced Some-college Rename item
17 V| Female &0 White Divorced Bachelors Privacy criteria ._Population model a e
18 [v] Female 52 White Separated Some-college Type Criterion .e.ar.
19 [v| Female 52 White Widowed Bachelors (k) 5-Anonymity i e
20 [v] Female 59 White Married-spouse-absent Bachelors
21 [v| Female 51 White Divorced Some-college
22 |v] Female 51 White Divorced Some-college
23 [v|Female 51 White Divorced Some-college General settings . Utility metric | Attribute weights | Coding model Lr]
24 [v| Female 51 White Divorced Bachelors
e - - e
25 [v| Female 51 White Divorced Some-college R 10 U
26 [v| Female 51 White Divorced Some-college
4
Approximate: [] Assume practical monctonicity
Research subset |5] it © n
) ) Precomputation: [ | Enable. Threshold: 0.0 U
Size: 5684 30162 = 18,84 % Selection mode: Query + manual
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ARX: Configuration (2)

¥# ARX Anonymization Tool - Example == @
File Edit View Help
I " o I o = = S AE;;.‘ v X A;}‘ JE| 4 B =@ Transformations: 12960 Selected: [0,2,0,1,2,1,1,1,0] Applied: [0,2,0,1,2,1,1,1,0]
saw Configure transformation . Explore results | >%* Analyze utility| ¥ Analyze risk Y
Input data 4 (1] E L? ] sex age race marital-status education native-country workclass| 72 L> ]
sEx . race marital-status education - - TTw— ID T '[I ]F . Default
1 [v|Female 51 Black Divorced Some-college Ut ype | Quasiidentifving v | Data Type: | Integer v Format:
2 /| Female 54 Black Divorced Bachelors Ur
: leve-0 | lever1 | levelz | level3 | Level4 -
3 [v]Female 55 Black Divorced Assoc-acdm Ur
- 1 0-4 0-9 0-19 i
4 /| Female 52 Black Divorced Masters Ur
- 2 0-4 0-9 0-19 *
5 |v]Female 53 Black Never-married Some-college Ut
3 0-4 0-9 0-19 i
6 [v]Female 51 Black Separated Some-college Ut
4 0-4 0-9 0-19 i
7 [v|Female 52 Black Separated Assoc-voc Ut
5 0-4 0-9 0-19 i
g8 [v]Female 53 Black Separated Some-college Ut
k 6 5-9 0-9 0-19 *
g |v|Female 56 Black Widowed Some-college Ut
- - 7 5-9 0-9 0-19 i
10 | Female 52 White Divorced Some-college Ur
- - 8 5-9 0-9 0-19 *
11 [v| Female 54 White Divorced Bachelors Ur
- - 9 5-9 0-9 0-19 i
12 | Female 51 White Divorced Masters Ur n . - on - -
13 [v| Female 52 White Divorced Some-college Ur 4
14 [v| Female 56 White Divorced Bachelors Ur . .
. : Minimum: | All | Maximum: | All -
15 [v| Female 56 White Divorced Some-college Ur
16 [v| Female 57 White Divorced Some-college Ur
17 V| Female &0 White Divorced Bachelors Ur Privacy criteria ._Population model + - e
18 v Female 52 White Separated Some-college Ut Type Criterion Attribute
19 [v| Female 52 White Widowed Bachelors Ut (k) 5-Anonymity
20 [v] Female 59 White Married-spouse-absent Bachelors Ur
21 [v| Female 51 White Divorced Some-college Ut
22 |v] Female 51 White Divorced Some-college Ut
23 [v|Female 51 White Divorced Some-college Ut General settings | Utility metric . Attribute weights | Coding model Lr]
24 [v| Female 51 White Divorced Bachelors Ur
25 | Female 51 White Divorced Some-college Ur Metric: Il_oss vl
26 [v| Female 51 White Divorced Some-college Ur =
< L} b Monotonicity: [7] Use monotonic variant
Research subset |5] B e
Aggregate Function: ic M
Size: 5684 / 30162 = 18,84 % Selection mode: Query + manual | Geometric Mean M
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ARX: Configuration (3)

¥# ARX Anonymization Tool - Example
File Edit View Help
BEEBEEB @& ¢ Xl

3 -

(oo =]

Transformations: 12960 Selected: [0, 2,0,1,2,1,1,1,0] Applied: [0,2,0,1,2,1,1,1,0]

saw Configure transformation . Explore results| >+ Analyze utility| ¥ Analyze risk Y
Input data = Lt sex age race marital-status education native-country workclass| 72 L> ]
sEx . race marital-status education - Tvoe < Identifvi ID ia T '[I IF t Default
1 [v|Female 51 Black Divorced Some-college Ut ype | Quasiidentifving v | Data Type: | Integer ) rormat
2 /| Female 54 Black Divorced Bachelors Ur
: leve-0 | lever1 | levelz | level3 | Level4 -
3 [v]Female 55 Black Divorced Assoc-acdm Ur
- 1 0-4 0-9 0-19 i
4 /| Female 52 Black Divorced Masters Ur
- 2 0-4 0-9 0-19 *
5 |v]Female 53 Black Never-married Some-college Ut
3 0-4 0-9 0-19 i
6 [v]Female 51 Black Separated Some-college Ut
4 0-4 0-9 0-19 i
7 [v|Female 52 Black Separated Assoc-voc Ut
5 0-4 0-9 0-19 i
g8 [v]Female 53 Black Separated Some-college Ut
k 6 5-9 0-9 0-19 *
g |v|Female 56 Black Widowed Some-college Ut
- - 7 5-9 0-9 0-19 i
10 | Female 52 White Divorced Some-college Ur
- - 8 5-9 0-9 0-19 *
11 [v| Female 54 White Divorced Bachelors Ur
- - 9 5-9 0-9 0-19 i
12 | Female 51 White Divorced Masters Ur n . - on - -
13 [v| Female 52 White Divorced Some-college Ur 4 '
14 [v| Female 56 White Divorced Bachelors Ur . .
. : Minimum: | All | Maximum: | All -
15 [v| Female 56 White Divorced Some-college Ur
16 [v| Female 57 White Divorced Some-college Ur
17 V| Female &0 White Divorced Bachelors Ur Privacy criteria ._Population model + - “a T e
18 v Female 52 White Separated Some-college Ut Type Criterion Attribute
19 [v| Female 52 White Widowed Bachelors Ut (k) 5-Anonymity
20 [v] Female 59 White Married-spouse-absent Bachelors Ur
21 [v| Female 51 White Divorced Some-college Ut
22 |v] Female 51 White Divorced Some-college Ut
23 [v|Female 51 White Divorced Some-college Ut General settings | Utility metric | Attribute weights . Coding model Lr]
24 [v| Female 51 White Divorced Bachelors Ur
25 [v| Female 51 White Divorced Some-college Ut
26 [ Female 51 White Divorced Some-callege Ur ~ age race varital-statu  education ative-count workclass  occupation  salary-class
= : ) @ Q & O 0 o 0o o o
Research subset = & © 0,500 0,500 0,500 0,500 0,500 0,500 0,500 0,500 0,500
Size: 5684 /30162 = 18,84 % Selection mode: Query + manual
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ARX: Configuration (4)

¥# ARX Anonymization Tool - Example == @
File Edit View Help
I P " o I o = = e = ‘ v X e ‘ JE| 4 B =@ Transformations: 12960 Selected: [0,2,0,1,2,1,1,1,0] Applied: [0,2,0,1,2,1,1,1,0]
saw Configure transformation . Explore results | >%* Analyze utility| ¥ Analyze risk Y
Input data 4 (1] E L? ] sex age race marital-status education native-country workclass| 72 L> ]
sEx . race marital-status education - - TTw— l - - [1 ] - . Default
1 [v|Female 51 Black Divorced Some-college Ut ype | Quasiidentifving v | Data Type: | Integer v Format:
2 /| Female 54 Black Divorced Bachelors Ur
: leve-0 | lever1 | levelz | level3 | Level4 -
3 [v]Female 55 Black Divorced Assoc-acdm Ur
- 1 0-4 0-9 0-19 i
4 /| Female 52 Black Divorced Masters Ur
- 2 0-4 0-9 0-19 *
5 |v]Female 53 Black Never-married Some-college Ut
3 0-4 0-9 0-19 i
6 [v]Female 51 Black Separated Some-college Ut
4 0-4 0-9 0-19 i
7 [v|Female 52 Black Separated Assoc-voc Ut
5 0-4 0-9 0-19 i
g8 [v]Female 53 Black Separated Some-college Ut
k 6 5-9 0-9 0-19 *
g |v|Female 56 Black Widowed Some-college Ut
- - 7 5-9 0-9 0-19 i
10 | Female 52 White Divorced Some-college Ur
- - 8 5-9 0-9 0-19 *
11 [v| Female 54 White Divorced Bachelors Ur
- - 9 5-9 0-9 0-19 i
12 | Female 51 White Divorced Masters Ur n . - on - -
13 [v| Female 52 White Divorced Some-college Ur 4 '
14 [v| Female 56 White Divorced Bachelors Ur . .
. : Minimum: | All | Maximum: | All -
15 [v| Female 56 White Divorced Some-college Ur
16 [v| Female 57 White Divorced Some-college Ur
17 V| Female &0 White Divorced Bachelors Ur Privacy criteria ._Population model + - “avTe
18 v Female 52 White Separated Some-college Ut Type Criterion Attribute
19 [v| Female 52 White Widowed Bachelors Ut (k) 5-Anonymity
20 [v] Female 59 White Married-spouse-absent Bachelors Ur
21 [v| Female 51 White Divorced Some-college Ut
22 |v] Female 51 White Divorced Some-college Ut
23 [v|Female 51 White Divorced Some-college Ut General settings | Utility metric | Attribute weights | Coding model Lr]
24 [v| Female 51 White Divorced Bachelors Ur —
25 [v| Female 51 White Divorced Some-college Ut Suppression e ——— —
26 v Female 51 White Divorced Some-college Ur = e
] m » e ————— L
S ——— Generalization
Research subset |5] B e 1
R
Size: 5684 /30162 = 18,84 % Selection mode: Query + manual U
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ARX: Wizard for transformation rules

"4 Hierarchy wizard

o [ # | Hierarchy wizard
Create a generalization hierarchy

Create a hierarchy by defining intervals
Specify the type of hierarchy

Specify the parameters

6! Use intervals (for variables with ratio scale)

Use ordering (e.g., for variables with ordinal scale)

Use redaction (e.g,, for alphanumeric strings)

[0, 20[

[0, 40[

m

[LR:IW [0, 80(

General |Range | Interval | Group
Aggregate function: | Default

Function Parameter:

5 | Hierarchy wizard

o |3 ][] # | Hierarchy wizard
Create a hierarchy by redacting characters

Specify the parameters

Create a hierarchy by ordering and grouping items
Specify the parameters

Alignment Order
@ Align itemns to the left

Groups
Align itermns to the right

Married-AF-spouse
Married-civ-spouse

Divorced Constant[value=Spouse present]
Redaction Married-spouse-absent
@ Redact characters left to right Never-married
Separated
Redact characters right to left Widowed
Pl Constant[value=*]
Characters
: Constant[value=Spouse not present]
Padding character ‘() v‘
Redaction character | (*) v‘
General | Group
U Move up ‘

Aggregate function: | Constant value e
I, Move down ‘

Function Parameter: Spouse not present

Order: Default

- Size: 5

19.03.2015 Workshop: Anonymization tools and their practical relevance - TMF e.V.
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ARX: Further dialogs

v
Edit a query
Please define a2 query that selects the research subset

Queny
“age">"50 ‘sex’="Male’|

Boolean operators

7
Add a new privacy criterion

Please select a criterion which will be enforced on the data set

= OS]

;I

It

Relational operators

Fields and constants

Add field
Add constant

ID

Type Criterion Attribute
@ k-Anonymity

®) (8)-Presence

) I-Diversity salary-class
Ct) t-Closeness salary-class
Cf) Average-Reidentification-Risk

Cf) Population-Uniqueness (Dankar)

Cf) Population-Uniqueness (Pitman)

Cf) Population-Uniqueness (SNEB}

Cf) Population-Uniqueness (Zayatz)

Cf) Sample-Uniqueness

Configuration

19.03.2015

Workshop: Anonymization tools and their practical relevance - TMF e.V.
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ARX: Exploration (1)

},%. Configure transformation I “, Explore results =4 Analyze utility"| 4 Analyze risk |

¥ ARX Anonymization Tool - Example [ e =]

File Edit View Help

REBE B Eaaa|l v X nﬂﬁ| P | G H =@ Transformations: 12960 Selected: [0,1,0,1,2,1,1,1,0] Applied: [0,2,0,1,2,1,1,1,0]
(>

Information loss: 6,767 - 6,767 [%
* sene 0,000 [%6]

* age: 25,000 [%

* race: 0,000 [%]

* marital-status: 50,000 [%]

* education: 66,667 [%]

* native-country: 50,000 [%]

* workclass: 50,000 [ %]

* occupation: 50,000 [%]

* salary-class: 0,000 [%]

19.03.2015 Workshop: Anonymization tools and their practical relevance - TMF e.V.

4 Lattice 5 List| E2 Tiles @ |
Fl Iter 2] @ (2] fCIipboa rd @1 1 u:j (2] P roperties @
0 (123 |4 4 ||| Mode Comment Property Value
sex v X |§ [0,2,0,1,2,1,1,1,0] Minimal information loss Anonymous ANONYMOUS
age X ¢ ¢« X X 10,1,0,1,2,1,1,1,0); Ageis less generalized Min. info. loss  0.3315001556540435 [6,767%]
race v X Max. info, loss  0,3315901556540435 [6,767 %]
marital-status 3« X Successors 9
education X ¢« « X - Predecessors 6
Anonymous Nen-anonymous Unknown Transformation [0,1,0,1,2,1,1,1,0]
| Il | Il | | Il | | Checked true
Information loss: | | |
[ i [ i [ [ i [ [
16
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ARX: Exploration (2)

" ARX Anonymization Tool - Example o -E =
File Edit View Help
BREBEBREBaal vXs 284 =l e Transformations: 12960 Selected: [0,1,0,1,2,1,1,1,0] Applied: [0,2,0,1,2,1,1,1,0]
'+ Configure transformation | "\ Explore results i Analyze utility“ 4 Analyze risk @ |
Transformation Ancnymity Min. Infe. Loss Max. Info. Loss il
[0,2,0,1,2,1,1,1,0] ANONYMOUS B 0.28307655080412295 [0,000%] 0.283076559809412205 [0,000%]
[0,2,0,1,2,0,1,1,0] B anonymous B 0.28360947575043075 [0,087%] 0.28369947575043075 [0,087%] =
[0,2,0,1,1,1,1,1,0] B aAnonyMous B 030521601292778766 [3,088%] 0.30521601292778766 [3,088%] i
[0,2,0,1,1,0,1,1,0] B AnoNYMOUS B 0:3065634918757387 [3,276%] 0.3065634918757387 [3,276%)]
[0,2,0,0,2,1,1,1,0] B anonyMous B 0:30757828082085226 [3,418%] 0.30757828082085226 [3,418%]
[0,2,0,0,2,0,1,1,0] B anonvMmous B 031090204972648094 [3,881%] 0.31090204972643004 [3,8813%]
[0,2,0,1,2,1,0,1,0] B anonvmous B 03311292560270289 [6,703%] 0.3311292560270289 [6,703%)]
[0,1,0,1,2,0,1,1,0] B anonymous B 0.33154208069794285 [6,760%] 0.33154208969794285 [6,760%]
[0,1,0,1,2,1,1,1,0] B AnoNYMOUS B 03315001556540435 [6,767%] : 1).3315001556540435 [6,767%]
[0.2,0,1,2,0,0,1,0] B avonvmous [l 03316659705750111 [6,777%] IZ“Z”T‘:;SSO”[ET‘6-'760 - 6,760 [%] | 331 6650705759111 [6,777%]
0,2,0,1,2,1,1,0,0] B anonvMmous B 03385456412213499 [7,737%] . ;ngé; 35,000 (%] 3385456412213499 [7,737%)]
[0,2,0,1,2,0,1,0,0] B anonvMmous B 03413197289976073 [8,124%] * race: 0,000 [%] 3413197289976073 [8,124%)]
[0,2,0,0,1,1,1,1,0] B anonymous B 03454513242671491 [8,700%] s 3454513242671491 [8,700%]
[0,2,0,0,1,0,1,1,0] B anonyMous B 03479633267296329 [9,051%] . sggzzt'fonusgfﬁg 0[00] (%] 3479633267296329 [9,051%)]
[0,2,0,0,2,1,0,1,0] B AnoNYMOUS B 0.36136279212496913 [10,020%] * workclass: 50,000 [%] 36136279212496913 [10,020%)]
[0,2,0,0,2,0,0,1,0] B anonyMous B 036147737003757774 [10,036%)] * occupation: 50,000 [%] 36147737003757774 [10,036%)]
0,1,0,1,1,1.1,1,0] B anOoNnYMOUS B 0.3623878009327741 [11,063%] * salary-class: 0,000 [%] 3623878009327741 [11,063%]
[0,1,0,1,1,0,1,1,0] B anonvmous B 0.3646654445341022 [11,380%] 0.3646654445341022 [11,380%] i
FA M A 4 4 A A A A || PR R W T R | AT AR EAC AT A T4 rAr Ao A MEETT AR EACATA A T4 rAr A
4 | m | b
| Lattice | [ List /Z2 Tiles| @
Filter : = e | ‘Cliphnarar' @ 1 1 & 1J (?’] ‘ IPrnpertie; (2]
0 (1 23 & Node Comment Property Value
sex v X £ [020121110] Minimalinformation loss Anonymous  ANONYMOUS
age v ¢ ¢ X X ~1149.1,0,1,2,1, 1,3, 0]; Ageis less generalized Min. info. loss  0.3315901556540435 [6,767%]
race v X Max. info, loss  0,3315901556540435 [6,767 %]
marital-status « " X Successors 9
education X v v XK - Predecessors 6
Ancnymous [“INon-anonymous [ Unknown Transformation [0,1,0,1,2,1,1,1,0]
, \ , \ , , \ , , Checked true
Infermation loss: Imj
19.03.2015 Workshop: Anonymization tools and their practical relevance - TMF e.V. 17
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ARX - A Comprehensive Tool for Anonymizing Biomedical Data

Technische Universitat Miinchen

ARX: Exploration (3)

File Edit View Help

B @aa vXi iEB|+4B:=0

Transformations: 12060 Selected: [0,1,0,1,2,1,1,1,0] Applied: [0,2,0,1,2,1,1,1,0]

:2a Configure transformation |/4s Explore results “_=+* Analyze utilityw A Analyze risk]

@

[[izoicosea |[CL2oLoi000 |[(©20100000 |[(®2010L000 |[ LLoto0100 |[LieLotied |[(0000211L0 |[(®0o006201Lo |[Ck100010L0 |[(0LoLOL1L00)

Information loss: 6,760 - 6,760 [%]
* sexc 0,000 [%]

* age: 25,000 [%]

* race: 0,000 [%]

* marital-status: 50,000 [%5]

* education: 66,667 [%]

* native-country: 0,000 [%]

* workclass: 50,000 [%]

* occupation: 50,000 [%]

* salary-class: 0,000 [%]

[[©10100100 |[ 110000010 |[ 010001010 |[ 010000010 |[ 110011000 |[ 110010000 |[ 120000000 |[ [£L00L20010 |[ LooL2t0o10 |[ 010010000 |

[ wrootioon |[ w20001000 |[ Moootorro |[ (20001000 |[[ 020000000 |[ nooontrio ||

[1.1.0,000100 ||

110001100 |[ 000011110 |[ 1000010110 |

[] Anonymous Unknown
] | |

Information loss: | |
[ i [ i [ [ i [ [

Nen-anonymous

4 Lattice | [ List| 22 Tiles @
Filter o “Z @ ||Clipboard @11 L:j &) | | Properties [*]]
0 (123 |4 4 ||| Mode Comment Property Value
v H [0,2,0,1,2,1,1,1,0] Minimal information loss Anonymous ANONYMOUS

age v ¢ ¢« X X 0,1,01,21,1,1,0]] Ageisless generalized Min. info. loss  0.3315801556540435 [6,767%]

race v X Max. info, loss  0,3315901556540435 [6,767 %]

marital-status " " X Successors ]

education v v & X - Predecessors 6

Transformation
Checked

0,1,0,1,21,1,1,0]

true

19.03.2015
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Technische Universitat Miinchen

ARX: Utility analysis (1)

r= T R L = R N S

Ll el il i =
bn & WPk o

= Configure transformation

Input data

51

54
55
52
53
51
52
53
56
52
54
51
52
56
56

Distribution

51 525354555657 56596061 626364656667 68697071 727374757677 7679 8051 82 83 84 8586 55 90

¥# ARX Anonymization Tool - Example
Edit View Help

REBEREE&& ¢ Xo|uE
, Explore results | #4° Analyze utility 4% Analyze risk

Black
Black
Black
Black
Black
Black
Black
Black
Black
White
White
White
White
White
White

marital-status

Divorced
Diverced
Divorced

Diverced

Newver-married

Separated
Separated
Separated
Widowed
Diverced
Divorced
Diverced
Divorced
Diverced

Divorced

$EHEEl@

education
Some-college
Bachelors
Assoc-acdm
Masters
Some-college
Some-college
Assoc-voc
Some-college
Some-college
Some-college
Bachelors
Masters
Some-college
Bachelors

Some-college

Distribution (Table) | Contingency | Contingency (Table) | Properties

< [t

native-country

United-States
United-States
United-States
United-States
United-States
United-States
United-States
United-States
United-States
United-States
United-States
United-States
United-States
United-States
United-States

@ & | | Output data

W o~

Private
Private
Private
Self-er
Private
Private
Private
Private
Private
Federa
Federa
Local-
Local-
Local-

Local-

¥

Pe

w0 00 N W

50-59
50-59
50-59
50-59
50-59
50-39
50-59
50-39
50-59

Transformations: 12960 Selected: [0,1,0,1,2,1,1,1, 0]

Black
Black
Black
Black
Black
Black
Black
Black
Black

marital-status education
spouse not present Higher education
spouse not present Higher education
spouse not present Higher education
spouse not present Higher education
spouse not present Higher education
spouse not present Higher education
spouse not present Higher education
spouse not present Higher education

spouse not present Higher education

(oo =]

Applied: [0,2,0,1,2,1,1,1, 0]

9
1 EEe
native-country wol ~

Narth America MNon-Go
North America MNon-Go
Narth America MNon-Go
North America MNon-Go
Narth America MNon-Go
Morth America MNon-Go
Narth America MNon-Go
Morth America MNon-Go
Narth America MNon-Go

[~ el i e =
[ PV NP S )

=

Frequenqg

(=]
5]

50-59
50-59
50-59
50-59
50-59
50-59

Distribution

White
White
White
White
White
White

spouse not present Higher education
spouse not present Higher education
spouse not present Higher education
spouse not present Higher education
spouse not present Higher education
spouse not present Higher education

I

Distribution (Table) | Contingency | Contingency (Table) | Properties

Morth America  Governr
MNorth America  Governr
Morth America  Governr
MNorth America  Governr
Morth America  Governr
Morth America  Governr _

3

T

70-79 80-89 *
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ARX - A Comprehensive Tool for Anonymizing Biomedical Data

Technische Universitat Miinchen

ARX: Utility analysis (2)

¥# ARX Anonymization Tool - Example
File Edit View Help

BEBEEE @il v Xdl 4B

$EHEEl@

Input data

. - race marital-status ~ education
1 51 Black Divorced Some-college
2 54 Black Divorced Bachelors
3 55 Black Divorced Assoc-acdm
4 52 Black Divorced Masters
5 53 Black Never-married Some-college
6 51 Black Separated Some-college
7 52 Black Separated Assoc-voc
8 53 Black Separated Some-college
] 56 Black Widowed Some-college
10 52 White Divorced Some-college
11 54 White Divorced Bachelors
A2 51 White Divorced Masters
13 52 White Divorced Some-college
14 56 White Diverced Bachelors
15 56 White Divorced Some-college

4 1

s=w Configure transformation | 4, Explore results | :4° Analyze utility 4% Analyze risk

1t =
native-country
United-States
United-States
United-States
United-States
United-States
United-States
United-States
United-States
United-States
United-States
United-States
United-States
United-States
United-States
United-States

Distribution | Distribution (Table) . Contingency | Contingency (Table) | Properties

=] @ Output data

w A
Private
Private
Private
Self-er
Private
Private
Private
Private
Private
Federa
Federa
Local-
Local-
Local-

Local-

r

| & || Distribution  Distribution (Table)

50-59

Transformations: 12960 Selected: [0,1,0,1,2,1,1,1, 0]

race
Black

Black
Black
Black
Black
Black
Black
Black
Black

“marital-status education
spouse not present Higher education
spouse not present Higher education
spouse not present Higher education
spouse not present Higher education
spouse not present Higher education
spouse not present Higher education
spouse not present Higher education
spouse not present Higher education

spouse not present Higher education

(oo =]

Applied: [0,2,0,1,2,1,1,1, 0]

2]
11 = =) e
‘native-country wol ~

Narth America MNon-Go
North America MNon-Go
Narth America MNon-Go
North America MNon-Go
Narth America MNon-Go
Morth America MNon-Go
Narth America MNon-Go
Morth America MNon-Go
Narth America MNon-Go

1

2 50-59
3 50-59
4 50-59
5 50-59
6 50-59
7 50-59
8 50-59
9 50-59
10 50-59
11 50-59
A 50-59
13 50-59
14 50-59
15 50-59

4

White
White
White
White
White
White

spouse not present Higher education
spouse not present Higher education
spouse not present Higher education
spouse not present Higher education
spouse not present Higher education
spouse not present Higher education

1

Contingency | Contingency (Table) | Properties

Morth America  Governr
MNorth America  Governr
Morth America  Governr
MNorth America  Governr
Morth America  Governr
MNorth America  Governr

»

.-4

1P

Value | Frequency - Value | Frequency |
51 10,01056% 50-59 62,12175%
52 7.98733% 3 60-69 20,93596%
53 7,86418% 70-79 362421%
54 6,89655% 80-89 0,28149%
55 6,75581% * 13,03659%
56 6,03448%

57 5,92892%
58 6,05208%
59 5,840096%
60 4,85574%

19.03.2015 Workshop: Anonymization tools and their practical relevance - TMF e.V.
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Technische Universitat Miinchen

ARX: Utility analysis (3

" ARX Anonymization Tool - Example
File Edit View Help

BEREERE %@« X

| o=

& 5 e

== Configure transformation | 4 Explore results |+ Analyze utility -4+ Analyze risk

Input data 1t = @ &)

J race marital-status education native-country w -
1 51 Black Divorced Some-college United-States Private
2 54 Black Divorced Bachelors United-States Private
3 55 Black Divorced Assoc-acdm United-States Private
4 52 Black Divorced Masters United-5States Self-er
5 53 Black Never-married Some-college United-States Private
6 51 Black Separated Some-college United-States Private
7 52 Black Separated Assoc-voc United-States Private
8 53 Black Separated Some-college United-States Private
] 56 Black Widowed Some-college United-States Private
10 52 White Divorced Some-college United-5tates Federa
11 54 White Divorced Bachelors United-States Federa
12 51 White Divorced Masters United-5tates Local-
13 52 White Divorced Some-college United-States Local-
14 56 White Diverced Bachelors United-States Local-
15 56 White Divorced Some-college United-States Local-
4 0 3

Distribution | Distribution (Table) | Contingency . Contingency (Table) | Properties

Black
race

Amer-Indian-Eskimo  Asian-Pac-Islander Other White Min

==X

Transformations: 12960 Selected: [0,1,0,1,2,1,1,1, 0]

Applied: [0,2,0,1,2,1,1,1, 0]

2

Output data ] 1] B @ 2]

. race marital-status education native-country wol ~
1 50-59 Black spouse not present Higher education North America  Non-Go
2 50-59 Black spouse not present Higher education Morth America Non-Go
3 50-59 Black spouse not present Higher education North America  Non-Go
4 50-59 Black spouse not present Higher education Morth America Non-Go
5 50-59 Black spouse not present Higher education North America  Non-Go
6 50-59 Black spouse not present Higher education Meorth America Mon-Go
7 50-59 Black spouse not present Higher education North America  Non-Go
8 50-59 Black spouse not present Higher education Meorth America Mon-Go
9 50-59 Black spouse not present Higher education North America  Non-Go
10 50-59 White spouse not present Higher education Morth America  Governr
11 50-59 White spouse not present Higher education MNorth America  Governr
12 50-59 White spouse not present Higher education Morth America  Governr
13 50-59 White spouse not present Higher education MNorth America  Governr
14 50-59 White spouse not present Higher education Morth America  Governr

15 50-59 White spouse not present Higher education Morth America  Governr _

<

| & || Distribution | Distribution (Table) Contingency

Max

I

Contingency (Table) | Properties

»
e

Max

o

50-59 60-69 70-79 80-89

Asian-Pac-Islander Black White &

race

Min

19.03.2015

Workshop: Anonymization tools and their practical relevance - TMF e.V.

21




ARX - A Comprehensive Tool for Anonymizing Biomedical Data

Technische Universitat Miinchen

ARX: Utility analysis (4)

File

Edit View Help

Input data
1 51
2 54
3 55
4 52
5 53
6 51
7 52
8 53
s} 56
10 52
1n 5
12 51
13 52
14 56
15 56

Ll e g @ [ e

s=u Configure transformation

, Explore results |>4* Analyze utility 4% Analyze risk

Black
Black
Black
Black
Black
Black
Black
Black
Black
White
White
White
White
White
White

¥# ARX Anonymization Tool - Example

race

B X LE

1

F=

marital-status
Divorced

Diverced
Divorced
Diverced
Newver-married
Separated
Separated
Separated
Widowed
Diverced
Divorced
Diverced
Divorced
Diverced

Divorced

=@

education
Some-college
Bachelors
Assoc-acdm
Masters
Some-college
Some-college
Assoc-voc
Some-college
Some-college
Some-college
Bachelors
Masters
Some-college
Bachelors

Some-college

RS Et_f; Output data

native-country -~ w +

United-States
United-States
United-States
United-States
United-States
United-States
United-States
United-States
United-States
United-States
United-States
United-States
United-States
United-States
United-States

Private
Private
Private
Self-er
Private
Private
Private
Private
Private
Federa
Federa
Local-
Local-

Local-

Local-
8

r

w0 00 N W

[~ el i e =
[ PV NP S )

Transformations: 12960 Selected: [0,1,0,1,2,1,1,1, 0]

(oo =]

Applied: [0,2,0,1,2,1,1,1, 0]

L2
It EEe
,- marital-status education ‘native-country wol ~

50-59 Black spouse not present Higher education North America  Non-Go
50-59 Black spouse not present Higher education Morth America Non-Go
50-59 Black spouse not present Higher education North America  Non-Go
50-59 Black spouse not present Higher education Morth America Non-Go
50-59 Black spouse not present Higher education North America  Non-Go
50-59 Black spouse not present Higher education Meorth America Mon-Go
50-59 Black spouse not present Higher education North America  Non-Go
50-59 Black spouse not present Higher education Meorth America Mon-Go
50-59 Black spouse not present Higher education North America  Non-Go
50-59 White spouse not present Higher education Morth America  Gowvernr
50-59 White spouse not present Higher education North America  Gowvernr
50-59 White spouse not present Higher education Morth America  Gowvernr
50-59 White spouse not present Higher education North America  Gowvernr
50-59 White spouse not present Higher education Morth America  Gowvernr
50-59 White spouse not present Higher education North America  Gowvernr

1

Distribution | Distribution (Table) | Contingency | Contingency (Table) . Properties & || Distribution | Distribution (Table) | Contingency  Contingency (Table) . Properties )
Amer-lndian-Eskim0| Asian-Pac-Islander | Black | Other White - Asian-Pac-Islander | Black | White * |
51 0,17593% 0,14075% 0,96763% 0,01759% 8,70866% 50-59 0,22871% 4,73258% 57,16045% 0,00000%
52 0,03519% 0,19353% 0,61576% 0,08797 % 7,05489% =1[ 60-60 0,00000% 1,00281% 19,93315% 0,00000%
53 0,08797% 0,21112% 0,91485% 0,05278% 6,59747 % 70-79 0,00000% 0,08797% 3,53624% 0,00000%
54 0,00000% 0,22871% 0,56298% 0,00000 % 6,10486% 80-89 0,00000% 0,00000% 0,28149% 0,00000%
55 0,05278% 0,19353% 0,58058% 0,01759% 5,01133% * 0,00000% 0,00000% 0,00000% 13,03653%
56 0,05278% 0,12315% 0,58058 % 0,01759% 5,26038%
57 0,05278% 0,19353% 0,56298% 0,03519% 5,08445%
58 0,03519% 0,10556% 0,52780% 0,03519% 5,34835%
58 0,03519% 0,12315% 0,40464% 0,00000% 5,27797%
60 0,08797% 0,12315% 0,29909% 0,03519% 4,31034% 1l
4 » 4 r
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ARX - A Comprehensive Tool for Anonymizing Biomedical Data
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ARX: Utility analysis (5)

File

Edit View Help

Ll e g @ [ e

s=u Configure transformation

Input data
1 51
2 54
3 55
4 52
5 53
6 51
7 52
8 53
s} 56
10 52
11 54
12 51
13 52
14 56
15 56
4

¥# ARX Anonymization Tool - Example

3| v X | 4B

, Explore results |>4* Analyze utility 4% Analyze risk

race
Black

Black
Black
Black
Black
Black
Black
Black
Black
White
White
White
White
White
White

1

b

marital-status

Divorced
Diverced
Divorced
Diverced
Newver-married
Separated
Separated
Separated
Widowed
Diverced
Divorced
Diverced
Divorced
Diverced

Divorced

B =|@&

e == b2

education
Some-college
Bachelors
Assoc-acdm
Masters
Some-college
Some-college
Assoc-voc
Some-college
Some-college
Some-college
Bachelors
Masters
Some-college
Bachelors

Some-college

Distribution | Distribution (Table) | Contingency | Contingency (Table) | Properties

< [t

native-country

United-States
United-States
United-States
United-States
United-States
United-States
United-States
United-States
United-States
United-States
United-States
United-States
United-States
United-States
United-States

=HENE Output data

Private
Private
Private
Self-er
Private
Private
Private
Private
Private
Federa
Federa
Local-
Local-
Local-

Local-

r

W~

Transformations: 12960 Selected: [0,1,0,1,2,1,1,1, 0]

(oo =]

Applied: [0,2,0,1,2,1,1,1, 0]

L2
It EEe
® race marital-status education ‘native-country wol ~
1 50-59 Black spouse not present Higher education North America  Non-Go
2 50-59 Black spouse not present Higher education Morth America Non-Go
3 50-59 Black spouse not present Higher education North America  Non-Go
4 50-59 Black spouse not present Higher education Morth America Non-Go
5 50-59 Black spouse not present Higher education North America  Non-Go
[ 50-59 Black spouse not present Higher education Meorth America Mon-Go
7 50-59 Black spouse not present Higher education North America  Non-Go
8 50-59 Black spouse not present Higher education Meorth America Mon-Go
5} 50-59 Black spouse not present Higher education North America  Non-Go
10 50-59 White spouse not present Higher education Morth America  Gowvernr
11 50-59 White spouse not present Higher education North America  Gowvernr
12 50-59 White spouse not present Higher education Morth America  Gowvernr
13 50-59 White spouse not present Higher education North America  Gowvernr
14 50-59 White spouse not present Higher education Morth America  Gowvernr
15 50-59 White spouse not present Higher education North America  Governr _

1

| & || Distribution | Distribution (Table) | Contingency | Contingency (Table) | Properties

»

Property Value Datatype Format Height Min Max vV * || Property Value
Tuples 30162 Outliers 741
Max, Qutliers 100.0 [% Equivalence classes 654
Metric Loss (0.5/1.0/1.0) Qutlying classes 481
a Attributes 9 Min. class size 5(5)
Identifying 0 Max. class size 311 (741)
4 Quasi-Identifying 9 E Avg. class size 28.57225433526...
Q1-0 SEX String 2 0 1 0 Information loss 0.331590155654...
Q-1 age Integer 5 0 4 0 Successors 9
Ql-2 race String 2 0 1 0 Predecessors (V]
QI-3 marital-status String 3 0 2 0 Transformation 0,1,01,21,1..
QI-4 education String 4 0 3 0« 4 Anonymity k-Anonymity
4 m 3 k 5
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ARX - A Comprehensive Tool for Anonymizing Biomedical Data Technische Universitat Miinchen

ARX: Risk analysis (1)

¥# ARX Anonymization Tool - Example
File Edit View Help

Risk estimates “._Population uniquenes

(oo =]

BEEBREE@ @il v Xal 4B

$EHEEl@

s=w Configure transformation | -, Explore results | 4° Analyze utility | ¥ Analyze risk

Population uniquenes | Population model | Selected attributes | @

Transformations: 12960 Selected: [0, 2,0,0,1,0,1,0,0] Applied: [0,2,0,0,1,0,1,0,0]

Risk estimates “._Population uniqueness (Dankar

Population uniqueness (all med | Population model

Distribution of class sizes . Distribution of class sizes (table) | Attribute-related risk =] |\/ & | | Distribution of class sizes . Distribution of class sizes (table) | Attribute-related risk = |\/ o
80 60
50
60
40
& ol
(= (=
] T
=) =)
o o
40 30
w w
20
20 4
10
0_ T T T T T T T T 0 -I_I-III I_IIIIIIIIIII T 1T 1T 171771
1 2 3 4 5 3 7 8 9 10 117 13 1234567 89101112131415161718192021222324252728293031333537394243454645555660738214147

e

Estimate Value [% Estimate Value [%

Lowest re-identification risk 5,55556 Lowest re-identification risk 0,68027

Individuals affected by lowest risk 0,31668 Individuals affected by lowest risk 2,58621

Average re-identification risk 80,31316 Average re-identification risk 32,61787

Highest re-identification risk 100,00000 Highest re-identification risk 100,00000

Individuals affected by highest risk 69,28220 Individuals affected by highest risk 21,16467

Entries unique within sample 69,28220 Entries unique within sample 21,16467

Entries unique within population 5,95164 Entries unique within population 0,45004

Statistical population model PITMAN Statistical population model PITMAN

Quasi-identifiers age, education, marital-status, native-country, cccupa... Quasi-identifiers age, education, marital-status, native-country, cccupa...
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ARX - A Comprehensive Tool for Anonymizing Biomedical Data Technische Universitat Miinchen

ARX: Risk analysis (2)

¥# ARX Anonymization Tool - Example == @
File Edit View Help
I T o [ I ‘ v X i ‘ JE| 4 B =@ Transformations: 12960 Selected: [0, 2,0,0,1,0,1,0,0] Applied: [0,2,0,0,1,0,1,0,0]
sz Configure transformation | 4, Explore results |4 Analyze utility | ¥+ Analyze risk Y
Distribution of class sizes . Distribution of class sizes (table) | Attribute-related risk =] |\/ & | | Distribution of class sizes . Distribution of class sizes (table) | Attribute-related risk = |\/ o
80 60
50
60
40
& ol
c (=
] T
= =]
o o
40 30
w w
20
20 4
10
0_ T T T T T T T T 0 -I_I-IIIIIl_llllllIIIIIIIIIIIIIIIIIIIIIIII
1 2 3 4 5 3 7 8 9 10 117 13 1234567 89101112131415161718192021222324252728293031333537394243454645555660738214147

Risk estimates | Population uniquenes | Population uniquenes Population model | Selected attributes W[ &) || Risk estimates | Population uniqueness (Dankar | Population uniqueness (all mod Population model |9

1 1
[ . o )
< -8 Pitman g -8 Pitman
?-;0'5 B = Zayatz %0'5 B == Zayatz
[ —— SNB [ —— SHB
- Dankar -~ Dankar
0 1 0 1
0,0000(0,000000,00000,0001 0,001 001 01 02 03 04 05 06 07 08 09 0,0000(0,0000(0,000010,0001 0,001 001 01 02 03 04 05 06 07 08 029
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ARX: Risk analysis (3)

(oo =]

¥# ARX Anonymization Tool - Example
File Edit View Help
I o P " o 1 = = - = | v X in | JE |4 H=|@ Transformations: 12960 Selected: [0, 2,0,0,1,0,1,0,0] Applied: [0,2,0,0,1,0,1,0,0]
saw Cenfigure transformation | 4 Explore results |+ Analyze utility | ¥+ Analyze risk L2
Distribution of class sizes . Distribution of class sizes (table) | Attribute-related risk & | | Distribution of class sizes . Distribution of class sizes (table) | Attribute-related risk @
80 60
50
60
40
B ol
c (=
5 5
o o
&40 30
w ('
20
20
10
0 - T T T T T T T T 0 -I_I-IIIIIl_llllllllllllllllllllllllllllll
1 2 3 4 5 B 7 8 9 10 12 18 1234567 891011121531415161715192021 222324252728293031333537394243454645 555660738214147
Risk estimates | Population uniquenes | Population uniquenes | Population model . Selected attributes " & || Risk estimates | Population uniqueness (Dankar |Population uniqueness (all mod | Population model v @
[ Use this model [¥] Use this model
Region: France ||| Region: Brasil A
Gemany Canada
India China (PRC) s
UK s France E|
Usa E EEmn
i India h
Sampling fraction: 0,0003734445998984734 Sampling fraction: 0,0003734445998984734
Population size: 80767000 Population size: 80767000
26
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Technische Universitat Miinchen

ARX: Risk analysis (4)

¥# ARX Anonymization Tool - Example
File Edit View Help

(oo =]

BEBEBEREaa vXa JE2| 4B =@ Transformations: 12960 Selected: [0, 2, 0,0,1,0,1,0,0] Applied: [0, 2,0,0,1,0,1,0, 0]
:2w Configure transformation | -, Explore results l:-?z Analyze utility ‘ W Analyze r|sk @ ||
' Distribution of class sizes [.Distribution of class sizes (table) “.Attrihute—related risk. Ig L] | ‘.Distributicm of class sizes | Distribution of class sizes (table) "Attribute—related risk Ig @ ‘

Quasi-identifier Score [.. Highes.. Averag.. * || Quasi-identifier Score[.. Highes.. Averag..
workclass 0,591 98,730 27,471 A salary-class 0,233 96,683 9555 U
salary-class 0,733 97,432 28,014 workclass 0,255 98,730 8,165
SEx 0,813 97,537 28,920 sex 0,265 97,060 9,948
native-country 0,965 100,000 29,628 age 0,274 99,054 13,258
education 1,016 98,867 35,483 occupation 0,282 99,614 15,842
age 1337 100,000 44717 education 0,328 98,330 11,275
occupation 1,419 99 614 43,965 marital-status 0,360 93,066 14,740
marital-status 1,433 99,262 40,100 race 0,368 99,625 19,527
race 2,364 99,625 52,870 native-country 0,492 100,000 11,166
occupation, salary-class 0,591 99 258 33,808 occupation, salary-class 0,204 99,258 12,180
age, sex 0871 100,000 39,209 age, occupation 0,254 100,000 16,031
native-country, race 0,887 100,000 28,497 race, salary-class 0,257 99,414 15112
marital-status, occupation 0,908 100,000 37,280 sex, workclass 0,262 93,405 13,277
marital-status, native-country 0,996 100,000 31,573 age, salary-class 0,269 98,893 15,959
marital-status, workclass 1,011 100,000 35128 salary-class, sex 0,273 98,805 15,292
native-country, workclass 1,025 100,000 32461 age, workclass 0,281 100,000 15,289
occupation, workclass 1,031 100,000 40,034 age, education 0,283 99,414 13,209
occupation, sex 1,209 100,000 40,953 occupation, sex 0,283 100,000 15195
age, education 1,306 100,000 50,255 il race, workclass 0,282 100,000 13,690 il
|Risk estimates 'Population unigquenes ‘Population unigquenes ‘.Population model | Selected attributes v @ | Risk estimates 'Pupulation uniqueness (Dankar [.Population uniqueness (all mod "Pnpulatinn mndei"'-._r_i « @ |
cex « | || [¥] Use this model
age Region: Brasil -
race Canada
marital-status 3 China (PRC) il
education France ‘il
native-country Gemany
workclass India i
[¥] occupation ” | || Sampling fraction: 0,0003734445998984734
Resulting quasi-identifiers: 511 Population size: 80767000
19.03.2015 Workshop: Anonymization tools and their practical relevance - TMF e.V. 27




Vg

?.,
/ARX - A Comprehensive Tool for Anonymizing Biomedical Data Technische Universitat Miinchen
n n
ARX: Context-sensitive help
7 = |[-=] =]

ARX Help Center %‘r’

(i) Please select a topic

Back Forward

1. Perspectives -
1.1. Viewing and Manipulating Data . .

2. Defining the transformation |-Dlver3|ty

2.1. Defining attribute properties

2.2. Creating generalization hierarchies

Selecting this tab allows enforcing I-diversity for the currently selected sensitive attribute. To specify the details of the criterion, a slider can be
2.4, Defining general properties used to define the diversity parameter /. A dropdown list allows selecting the type of I-diversity, i.e., distinct I-diversity, entropy |-diversity or

2. Defining a research subset recursive-(c.l)-diversity. If recursive (c.|)-diversity is selected, an additional slider can be used to select an appropriate value for the parameter c:
3. Exploring the solution space ! -

3.1. Exploring the lattice
3.2, Filtering the lattice

3.3, Using the clipboard
3.4. Properties of transformations s

4. Analyzing transformed datasets L3 L’ Wariant: | Recursive-(c)-Diversity » | C: [ 40 _J

4.1. Visualizations and properties b

@k-Annwmdy @d-Pr\:stnce @I-Diwrsil{f @t-Cluieness | a v 9

t-Closeness

Selecting this tab allows enforcing t-closeness for the currently selected sensitive attribute. Again, a dropdown list allows selecting the function that
should be used for computing the closeness of data distributions. If “Hierarchical Earth Mover's Distance” is selected, a generalization hierarchy
must be specified for the respective sensitive attribute. A slider enables selecting an appropriate value for the closeness parameter t.

m

@k-.‘-\nnwmdy @d-Pr\:stnce @I-Diwr’siwi@t-cmsemss o 2 v g
Measure: [Hierarchical Earth Mower's Distance | T : 0.2 |:|
d-Presence

Analogously to k-anonymity, d-presence is enforced for all quasi-identifiers. Two sliders can be used for selecting appropriate values for the d-min
and d-max parameters:
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ARX: Further developments

* Current projects
* Non-interactive Differential Privacy

Support for high-dimensional data: heuristic algorithms

Further analyses and visualizations: utility and risks

Support for transactional attributes: (k, k™)-anonymity

Integrated data masking methods

More flexible definition of quasi-identifiers
* More risk models

* Planned projects
* Auto-detection of HIPAA identifiers
* Implement more flexible privacy criteria
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Thank you for your attention

* ARX is open source software

* Contribute: feature requests, code reviews, criticism,
enhancements, questions

* Repository: https://github.com/arx-deidentifier/arx

* Further information & download: http://arx.deidentifier.org

* Get in touch
* Fabian Prasser (prasser@in.tum.de)
* Florian Kohlmayer (florian.kohimayer@tum.de)

* Any questions?
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