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LEIDS UNIVERSITAIR MEDISCH CENTRUM

Objectives of the Section
Advanced Data Management, LUMC

e Full integration of data management and statistics as a support structure for clinical
scientific research in the broadest sense of the word

e Providing generic, cost effective and user friendlgl data management infrastructures to
clinical researchers, data managers, patients and statisticians

e Fine tuning of the data collection to the scientific use of the data by researchers,
statisticians and data managers

e Broad support by an independent Department of Biostatistics with knowledge of both
data management and statistical methodologies for the analysis of outcome
parameters and peer review in multi center situations
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LEIDS UNIVERSITAIR MEDISCH CENTRUM

Objectives of the Section
Advanced Data Management, LUMC

e Since the inception of ProMISe, the software in use to build infrastructures for clinical research,
we have done that for 35 research organizations in the Netherlands and abroad in over 200
pr(g'ects, with 15.000 users on-line in 480.000 sessions working on over 5.000.000 patient
and followup records and an audit trail of over 100.000.000 modifications to data elements.

. Sul:gects are e.g. bone marrow transplantation, cardiology, perinatologY, pediatrics, internal
medicine, orthopedics, psychiatry, neurology, neurosurgery, ophthalmology, gynecology, general
surgery, traumatology and oncology

e Also policy-supporting registrations as a mortality audit in collaboration with the Dutch Insurance
Companies, incident alerts, the nationwide orthopedic implants registry and quality comparisons
of hospitals like the DSCA

e We study for example prostheses, pacemakers, heart defects, decision trees, aneurysms,
traumas, Parkinson patients, hernias, blood transfusions, neuro modulation, migraine and
colorectal tumors.
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> User interface

ProMIsSe

e ProMISe contains a set of dynamic HTML forms, computed in
real time and automatically reflecting the underlying structure
of the project and any user preferences

e Extensive dynamic help file support during data entry

e No local software or Active-X components involved *

*  Active-X is however required for very special applications like
e “save-to-local-disk”
e “read from external application (HIS)”
e “decryption/encryption to/from local applications”

e The design minimizes data traffic over Internet at the expense
of heavy use of the local PC in terms of processor load and
memory requirements

©)



> Efficiency and Security

ProMIsSe

e Only one software copy exists on a server and any updates
take effect immediately in all projects and all centers

e No programming is involved in the design and maintenance of
a project: data bases with structural information are
continuously queried to generate the user interface
dynamically

e All connections encrypted and secure
e Entire approach NEN7510 certified by Lloyds Quality Register

e Complete user management with the possibility of fine tuning
access rights, scope of sessions, data locking, strong
authentication

(6)



i
{ <o

DIPR: National Registry. of all cardiac implants (pacemakers)

Interuniversitz Cardiological Institute of the Netherlands

CONCOR: National Registry. of cardiac events among, patients with inborn cardiac malformations

Clrrantly 194,000 ezitirits, 280,000 grgceeftires

Concor

&

Patientnaam R. Regeer Geboortedatum: 1968/02/28
Concor-nr: 413 Promise-nr 1061167 DA afg
Registr. Zkhs Leids Universitair Medisch Centrum Patientnummer 8122415

[Leiden] (106)

Je fkhs {1 Patientnummer

Datum * EPCC Omschrijving ICD9 ICD10 HE
1871/05/18 00 exact date 09.28.01 Aortic coarctation, Q251

{date unknowm} exact date 09.15.22 Bicuspid aortic valve, Q231
19710518 01 exact date 05.04.02 ASD within oval fossa (secundum), Q211
187450712 00 exact date 12.18.00 Coarctation / hypoplasia of acrta repair, 7

197407112 01 exact date 1014 .01 Systemic hypertension, 110
200111407 00 exact date 15.35.03 Residual acrtic regurgitation, Q231

* 1 Zekerheid van de datum
HE : Hoofdevent

Opmerkingen

Aanvullingen

Datum laatste contact cardioloog
Datum laatste contact CONCOR:
Datum laatste wiziging:

Miet meer onder behandeling?

National registry and DNA-bank of adult patients
with congenital heart disease

Meld u aan !

phone: +31-20-5668679
mobile: +31-6-13940558
e-mail: info@concor.net

p—

Generates EPD-like patient overviews for inclusion in patient files

CIDR: Nationall Registry. of all PCTA and THVI procedures
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LROI: National Registry. of all Hip: & Knee implants

ORTHOPAEDICS

NEDERLANDSE ORTHOPAEDISCHE VERENIGING

UALITY REGISTERS
DSCA ALY REBTERS

DSCA: Dutch Surgical Colorectal Audit

Currernitly 26,000 colori/ractiirr surgjical] oroceduras

DS?A: Dutch,Surgical Audit: guality.indicators;among hospitals

Suggart frar Minisiry &olnsurers for & zldeidorizl Ouzlity Redis

ProMISe

De dataverzameling van de D5CA is gebaseerd op het
datamanagementsysteem ProMISe (Project Manager
Internet Server) van de afileling Medische Statistiek
en Bio-informatica, sectie Advanced Data Manage-
ment (ADM) van het Leids Universitair Medisch
Centrum. ProMISe biedt een generieke infrastructuur
voar medisch datamanagement over het internet en
heeft strengbeveiligde webbased datamanagement
magelifk gemaakt in meer dan honderd projecten met
zo'n 5.000 gebrutkers in vele zickenhuizen in Nederland
en in Europa. De sectie ADM en de architectuur van
projecten zijn onlangs door Lioyds
volgens de NEN-7511 norm. De sectie

j ‘ C/\ DSCA | DUCA | DBCA | DLSA

pneeancer;esopiagUseancen:

ontwerpt en ondersteunt met FroMISe uiteen-
lopende projecten zeals langlopende (inter)nationale - .
registratie, clinical rials en questionnaiies, maar ook | S AL LB
kleine academische registraties met als uitgangspunt AT
de structuraring en inbedding in het wetenschappelijk  AUAITATR L LB L (]
onderzoex en de kwaliteitscontrole. Belangrijke begrip-

pen bij het ontwerpen van projecten zijn analyseerbaar- ST
heid, efficiency, kwaliteitsborging, veranderbaarheid, i1 —
veiligheid en privacybewaking. Bif de implementatie i EE
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SURGERY

All clinical| trials within, the Surgery. Data Centre

= 8000)pEtiEntSIand>250:000K 6] BWAIBNESordS

TRAUMA SURGERY

& landelijk netwerk
acute zorg

National and regional registries of all accidents.in the Netherlands

>530.000 Inclcerits, fully classifigd zsecordinic) to AIS score

Acute Zorgnetwerken DIAGNOSE GEGEVE
Diagnose
Diagnose regio | 63 Abdom
Diagnose categarie | 2991 Spleen

1016 |@®

Omschrijing | 5442102 |[Abdom] {Spleen} contusion (hematoma) NFS

5442122 |[Abdom] {Spleen} contusion (hematoma) minor (superficial; subcapsular, = = 50% surface area; OIS Gr
5442143 |[Abdom] {Spleen} contusion (hematoma) major (subcapsular = 50% surface area or expanding) OIS Gr:
5442202 |[Abdom] {Spleen} laceration NFS

5442222 |[Abdom] {Spleen} laceration minor (superficial) Q15 Grade | or |l

5442243 |[Abdom] {Spleen} laceration moderate (no hilar or segmental parenchymal disruption or destruction) Ol
£449964 I[;f\bdom] {Spleen} laceration major {involving segmental parenchymal disruption or destruction with no h

5442285 |[Abdom] {Spleen} laceration massive (with hilar disruption) OIS Grade V
5442403 |[Abdgm] {Spleen} rupture (‘fracture’) NFS
5442992 |[Abdod] {Spleen} NFS

LA rdisigds 1
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The Manager of the project can Infrastructure is “self-repairing” through
maintain all production aspects of il SO S hees

a project that need adjustment Manager can make full additional backups
. . d store them locally for added safety.
remotely including .. ol

D Table indexes can be defined for: increase
Participating Centers in speed if certain types of queries are

- Known te be usedvery often
User authorization

System performance The Designer of the project can change the
design remotely while normal production

[Data sharing with ether: prejects continues!

. . Working on a separate instance of the entire
Project=wide parameters project, the Designer can modify...

The relational structure
@ TRAUMAR[HEELK][LUMC][S][mrdm_MC_GLOBAL_mi

[ ata enry | seport  Export | ep [ Eier] Items (fields)
Fvenco N Codes & Labels

¢ _JPROJECT WIDE BEHAVIOUR
& CilS Update all Properties ...
&~ | Logof modifications

Help files
Triggers (quality: checks)

JBehaviour Parameters
ﬂGeneral project parameters o o
ﬂDocumentation parameters Javascrlpt funCtlonS

_+JData Entry parameters

ﬂReport & Export parameters

ﬂAdditionaI structural parameters ] 5 5
ﬂLocking & Monitoring parameters A “DEMO"'VerS|On Wlth Its Com pletely
*privacy Protection parameters sepanated data storage can be enabled

i]Authentication imposed -
ﬂEncryption/decryption via TTP aUtomatlca”y

:IAuthorization and accounts
:JPublication/Subscription structure
:IRandomisation Infrastructure




'~ ProMISe: summary

ProMIsSe

ProMISe is a self-learning and programmer-independent environment ...

e to design and manage any clinical study

e from any place in the world

e offering a secure storage of privacy sensitive data

e in industry-standard data bases

e with automatically generated web pages

e for data entry & output via secure Internet

e with conversion to other data base systems or statistical software.

Just like ...
e a text-editor is a generic tool to write anything from a simple letter
to a complicated book
e ProMISe is a tool to create any clinical data management
environment, from simple studies to complicated ongoing disease
registrations or clinical trials
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ProMISe features: Data Entry

PEI=N=l"8l Report Export Help Filter Manage

Manage Mode | Redrect tor.brand@u

m Editor

Overview

m Editor

_+|pata Manager

Overview

¥ - Create/Load PatientRecord-record ALL cases (r

lﬁ Ziekenhuis._| ‘Record maodificat.. F‘atientnummer|Ges|acht |E

e Index to all cases (or any selection)

JBuiId a PatientRecord-index:

*  Quickly find cases based on (partial) texts T T -
e | Se21C by Record Filier 101 40563] 201110720 11:51 1680 3 man
b S Complex CrlterIOn SE|€CtOI’ ﬂ[s:jerihl_:j?illatter.ns in items... 12: :E:Ef 2010/07/20 0859 ;1;13 : man
* Pattern searches in and sorting any item (+luore Enttes Found e = —
*  History of previously loaded cases
- Index Owverview
° Data Entry Edltor Eg Eg @ =] 003 @%?(;Ié S 101 LUMC
* . . Create Delete Move pending modifications :_T Patient . 8.4? 847 i
Full relational overview of all records for a case hecosocrer 80 g, 20700101 201001
- |PatientRecord [101] 847
*  Quick overview of chapters and sections Congec! ot iee - Dlognose " —
@Bevinding SEH =" Diagnose categarie 2991 Spleen

=" AlS-code
=" Omschrijing

@Diagnose 1378 [Spine] 6302202
@Diagnose 1379 [Face] 2430991
@Diagnose 1380 [Head] 1130006

* Full quality checking during data modifications
e Overview in different formats including quality
checks
*  Status, quality and time track overviews
*  Qverview of pending modifications
*  Qverview of current values on server

Jchapters & Sections
ﬂlndex admi diagnose

=] JDIAGNOSE GEGEVEMNS T

Index Editor m

Cwerview of all values that would trigger an ERROR or WARNING if entered under

TABLE ONGEVAL-RECORDS

SECTION Ongeval
CIC 101
Patient 40563
Ongeval 200810720
SECTION Ambul gegevens
Ambulancedienst 10
ywn code no min/max
SECTION Eerste Hulp

Bestemming na SEH

Unknown code no min/max|
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ProMISe features: Reports

Data Entry Export Help FEilter Manage Manage Mode | Redie

ProMIsSe S

£ T A {" —
| 43 —
P , g3 N
(9] S

List Status Table Content __1_J

e Specification
* Status, columnar, quality, survival, descriptive statistics
*  Different complexity levels
e Simple: just select items and optionally record filters
e Advanced: menu guided specification of complex queries
e Designer: arbitrary T-SQL
— Stored functions, procedures and views

— Post-processing after save of modifications
— Fully automatic Microsoft Webservice creation

e Log reports: retrieve info on any modification to any data item
*  Store any specification for private or public use

e Share queries with other users or centers

e Auto-run specification

e QOutput

13:41 -
|

(o

pleis

_IREPORT & QUERY SPECIFICATION

Generate Report

@ | Preview Report
Save Report Specification

Redlsplay this tree

ﬂConversions

Jclass, Format & Complexity

B New Report Specification

i - | Choose ReportClass
Format m
Complexity standard

ﬂContent

ﬂStructure

,-_IFllters

ﬂltem Filtering
ﬂRecord Filtering
_*;IPopuIation Filtering
ﬂAdvanced[Designer Query Filtering
ﬂRecord Sorting
_+_]Layout report
ﬂRuntime properties

*  Columnar reports: switch between codes and labels; linked to Data Entry and

frequency reports
*  Descriptive statistics: linked to Columnar reports
*  Quality reports: document all conditions not (yet) fulfilled

(14)
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ProMIsSe

Data Entry Report Help Eilter Manage

ProMISe features: Exports (Jobs)

Manage Mode | Redrect ic r.orand@umc.n! and 0633317552 R —

. &
W
&

e Specification
* Multiple purposes

e Backup (with relational structure)

e Report (rectangular result set of
arbitrary query)

e Run+Malil
e Arbitrary T-SQL jobs
e SQL-backup
e Complete Dictionary (meta-data)
e ProMISe Excel Prototyper (Designer tool
for non-ProMISe experts)
* Multiple formats
e MS-Access; Excel; SPSS; XML; CSV

* Options
e Automatic split by Center or Registry

e Removal of identification of Center or
Case

e Excel exports contain library of useful
data management tools

e Specification
* Filtering
e Arbitrary selection of items

e Ad-hoc application and/or embedding of
record and population filters

e All exports can be based on advanced or
designer queries instead of original
relational structure

*  Scheduling

¢ One-time run; daily, weekly or monthly
runs

e Qutput
*  Zipped with optional password
*  Placed in Secure Download Facility
*  Encrypted and audited download

refresh

Open/ Size / 3

@3 D Creation date

Save Expiration date

a
1)
= [L] 2012—02-0415:37:20|® 7 0 =] | = =
EF_H %< 36 ) [2012-02-05 15:37:20 b 16KB O &5 5|EJ S| =
EE‘ — EL] 2012 02-0415:35:05|§Q 7 0 gﬁ‘. =
:E_ 35 5 [2012-02-05 15:36:06 410KB | SO @D 3 G5 = LoG |

You may upload any ZIP/PDFIGIF/PG file to the Download Queue and then authorize new or existing users to download that file in
turn (secure, encrypted and with audit trail}

Locate the file on your hard disk | Browse... |and click on | Upload

(15)



Data Entry Report Export Filter Manage Manage Mode | Rediect to r.brand@iume.nl and 0633317552

@ GA=QA02 %

Server based e-mails to other users with optional
screenshot attachments

Overview of activities of users
Overview of project access by users
Special manager overviews of meta data

Utility to make arbitrary graphics “clickable” and
produce codes for data entry

-|iNFO & HELP

.- | HowProlise wn(ks

DMessages
E;'E mail to ...
- |Activity Participants
EICurrent
.- | Display

Most recent activities since  [[EERH
Most recent activities up to '

Max.# per user to show Hall
Restrict to most recent logon]] '
DAccesses
Type of overview access 1
Most recent activity since Bl [{o
Overview sorted by icic .'
+counts & Admi :
ElCu rrent User Info
) l ,Laggn._S_@ S
Softwa re

Manager Overviews (read help!)
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- ProMISe features: Item Filters

Data Entry Report Export Help Manage Manage Mode | Redrect tor.brand@iume.ni and 0633317552 15:44

ProMIsSe _ L_J* ) iy A 1= €

1S
Tt
&

2:Records 3:Centers 4:0utput S5:Templates ;j

e Define and store subsets of Items |

Patient
* Apply these filters to Reports, Exports, co L e
Data Entry and Uploads (1) man
. . Geboortedatum / /
*  Store as private or public for reuse wyy / mm / dd

Gegevens ongeval

e Define additional properties as... Oorzaak ongeval (categorie) (1) Onbekend
(2) Toegebracht door anderen

*  Paper Coding Forms (pCRF) () Verkeer

(5) Bedrijfsongeval

e Empty forms (6) Prive
. . (8) Sport
e Pre-filled with data from Server (9) Zelfmutilatie
. . (11) Anders
*  Electronic Coding Forms (eCRF) Plaats herkomst (add.[11)
- AUtomatlca”y generated patlent 1=ander (onbekend) ziekenhuis 2=LUMC l3=huisarts . ] 4=p!§ats onggval
questionnaires == . ThEsoen Selesm
e Full quality checking e e e R
. . 18=Ziekenhuis andere regio 19=Ziekenhuis buitenland
® Automat|c e'ma|l|ng Of Web fOI‘mS B> = always required &= = currently required > = currently not required | [ = modified after initialisation
e Useful for Randomization, SAE reporting | |
and Quality of Life questionnaires Patient /
. c k- Patientnummer
*  Server to Server communication (sCRF) -
L Geslacht |{empty}E[£
e In combination with web services data &= Geboortedatum L
exchange between other servers and the [Gegevens ongeval man /
PrOMISe project Oorzaak ongeval (categorie) {empty} -
Plaats herkomst {empty} -
= = always required &= = currently required = = currently not required | [ = modified after initialisation

(L7)



ProMISe features: Record Filters

Data Entry Report Export ﬂelp Manage

1:1tems 3:Centers

4:0utput S:Templates

e Define criteria of arbitrary complexity

* Point and click
*  Completely menu guided
*  Graphically displayed
e Execute
* Preview during building
* Turn into index for Data Entry
*  Embed in Reports/Exports
e Storage
*  Temporary during session
* In a private/public library for re-use

-|STORED RECORD FILTERS
ﬂPuinc
ﬂCenter (your own criteria)
ﬂCenter (other centers private criteria)

Manage Mode | Redirect to r.orand@iume.nl and 0633317552

DIV @a=Q02 %

15:57 :

Steps to build the FIRST CONDITION for the Criterion

IPreview Area

Step 0| Start building a new condition

GESLACHTMAN
Step 1| modify current existence-condition R vrouw
Step 2| A-Geslachtis .. LI
« Standard conditions
empty not empty
« Comparison to a user-supplied value
i unequal to (skip empty) I
> = equalto = < lue!
B unequal to (incl.empty) (type a valuel)
« Occurrence in a series of user-supplied values (show options)
« Comparison to a pattern with wildcards (show options)
Stop
CRITERION: Select records if it is true that ...
Jand...
?|[GESLACHTMAN] Geslacht EQ 1
CRITERION: Select records if it is true that ...
j’_")nd...
_?JF_DAYSELAPSED(dd,[IDAABA] Ongeval,[ GEBOORTEDATUM] Geboortedatum) LT -6575 (on unique parent)
Jand...
2|ip] cic N [107,111]
_]and...
2|[1DAABA] Ongeval GE 2003/01/01
Jand...
?|[1DAABA] Ongeval LT 2009/01/01
and...
_?J[DIAGNOSECATEGORIEID] Diagnose categorie EQ 2887

Or...
ﬂ[DIAGNOSECATEGORIEID] Diagnose categorie EQ 2907

(18)



Data Entry Report Export Help [SICH Manage Manage Mode | Redrect to r.brand@iumc.nt and 0633317552

uittems  2iRecords [ENCHESEN] 4:output  S:Templates.
e Switch to any center or registry or study
within authorization scope

* All actions automatically restrict to the Cluster
switched to

* Data managers can be authorized to enter data
on behalf of other centers

*  Fine tuning of authorizations after switching

DY G4=Q02 %

| CRF&Fiter | Gemeral | Info |

* Traumacentrum Zwolle

* Traumacentrum AMC

St. Elisabeth Ziekenhuis

TweeSteden Ziekenhuis

Jeroen Bosch Ziekenhuis

Bermhoven Ziekenhuis Oss

Franciscus Ziekenhuis

Ziekenhuis Lievensberg

Amphia Ziekenhuis Moleng

Sint Anna Ziekenhuis

3| [~a o [l | [ | o | o lsa 2 ], |,

Elkerliek Zlekenhuis
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ProMISe

1:Items

ProMISe features: Template Filters

2:Records

3:Centers

Data Entry Report Export ﬂelpManage

4:0utput 5:Templates

Manage Mode | Redirect o r.orand@ume.ni and

e Arbitrary HTML source code specification with
automatic mail merge substitution

*  Define letters of discharge with free layout

Fatientnaam:
Caoncor-nr, 418

R. Regeer

Registr. Zkhs
[Leiden] {106}

2e 7khs: {

Datum *

1871/05/18 00 exact date
{date unknowm} exact date
1871/05/19 01 exact date
1874/07/12 00 exact date
197450712 01 exact date
2001411407 00 exact date

* 1 Zekerheid van de datum
HE : Hoofdevent

Opmerkingen

Aanvullingen

Datumn laatste contact cardioloog:
Datumn laatste contact CONCOR
Datum laatste wijziging:

Miet meer onder behandeling?

Leids Universitair Medisch Centrum

EPCC

09.29.01
09.15.22
05.04.02
12.18.00
10.14.01
15.35.03

Concor

Geboortedatum 1868/02/23
Pramise-nr: 10681167 DA afg
Patientnummer 8122415

Patientnummer

Omschrijving

Aoric coarctation,

Bicuspid aortic valve,

ASD within oval fossa (secundum),
Coarctation / hypoplasia of acrta repair,
Systemic hypertension,

Residual aortic regurgitation,

ICD9  ICD10
Q251
QZ3.1
Q211
?

10
Q231

HE

-lracs

& - Show

-|clobal
F2H
F2,5
F2.X

jReco rds.
F2,F
F2.L
F2,N
F2,P
F2,0

;]Items...
F2,V
F2.D
F2|
F2,C
F2,0
F21
F2,2

_—JLa yout ..
F2,8
F2,G
F2.A
F2,3
F2 4

;]Flow...
F2,B
F2.J
F2E
F2,Y
F2R
F2.6

Include HTML source file
Evaluate JavaScript
Activate XLS file & DQ-XML
Get first record

Get last record

Get next record

Get previous record

Insert complete record loop

Insert value of item
Insert label of value
Declare item
Insert complete item loop
Insert NAME of item
Insert short Iabel of item
Insertlong label of item
CSS STYLE element
Insertimage
Insert pagebreak
Insert Chapter header
Insert Section header

label (to jump to)
Conditional jump to label
Jump on Error/A¥arning
Ilgnore Dynamic Filters
Apply Active Item Filter
Start global counter

(20)



I

»)

ProMIsSe

ProMISe features: PrOJect Management

Data Entry Report Export Help Flt

Manage Mode | Redie brand @i nd 0633317552 16:19

il

Design Upload
Center management

*  Define actual centers
*  Define Registries (virtual centers)

*  Define Studies for use in the Dashboard Facility

User Management
*  Define users (accounts)
* Specify contact details (e-mail, SMS)
*  Specify exact authorizations
*  Specify roles within the project

Log file Management
*  Optimize all audit trails
*  Store off-line for efficiency

Complete set of consistency checks

JPRODUCTION MANAGEMENT
JLogs & Queries
Manage Log & Query information
;lParticipating Centers & Users
Ctrl 1 Center management
Ctrl 2 User management
Publication/Subscription management
;lProject Integrity
Ctrl 3 Consistency Checks
Ctrl 4 Backup/Restore functions (entire project!)
JViews & Indexes

Reconstruct all SQL Views
Manage all Table Indexes

jGeneraI Behaviour
Ctrl 5 Project-wide parameters

_-JData Manipulation
Ctrl 6 JavaScript functions

Fine tune behavior of the project by specification of around 100 Project

Wide Parameters
Javascript Function Editor

* Specify arbitrary complex functions for use in Triggers, Criteria and web forms

(21)
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b" ProMISe features: PrOJect Messaglng

Data Entry Report Export Help Filter [NYETENE Manage Mode | Rediect tor.orand@ume.nl and 0633317552 | 16:19 =
promEse A QA= $ B
Design _ Upload
e Shutdown project for maintenance  Tyessaces
e Reactivate project Jf}'f“Vg;:;ﬁj;igfmessage
. ;Sotggi Tgr;{; éogon message on the j?”:’gv:m:t B
*  Automatically inform other Hene.
managers about this message }?e;sa;m Logon message i
e Store permanent information on Inform manager(s) []
logon page e
* Text
* Logo
e Send messages directly to users ol
*  Pops up within ProMISe session B | Sendimmediate message
* User must acknowledge reading the e [D—

message

(22)
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> ProMISe features: Data Upload (Import)

PU'QMI S Data Entry Report Export Help FEilter Manage Mode | Redie 16:19 g

Design Upload

| cancel | | Execute Next Phase | External Update Executor for project LTR

Phase: 0 o Upload ZIP file containing MS-Access data base: | Browse.. |asEXUP# 9999  (0001-9999)
(check to indicate a generic non-data upload to be processed by a dedicated T-SQL job)

e Fully documented and flexible data upload utility

* Reads MS-Access and XML exports back into the ProMISe project

e XML / XSD allows for type checking at the source (for example when Hospital Information
Systems are exporting data)

Full log trial as if data were entered by keyboard
Complete reporting on modifications before the actual execution
Reports can be converted to MS-Access / Excel for analysis

Fine tuning of type of modifications allowed (fill empty; modify filled; erase filled; new
records allowed

* Upload of arbitrary tables (non-ProMISe tables) can be performed by Managers

e Specialized T-SQL jobs can process for example periodic updates of external dictionary information like updated
coding systems

X X X X
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)
V‘ ProMISe features: PrOJect DeS|gn

Data Entry Report Export Help Filter DESIGNER TEST CONTAINER - Design Mode | Redre r.orand@lumc.ni and 0633317552 18119 | :
mum AN 78 BE)3 ;..%‘:" 1;! - L’iﬂ
& = 4a ' O o
Manage lE:!' Upload
Project Design
Structure  Tables paRtitions ltems | Labels&Codes Help: Help Files Triggers: Data Entry Logic
e Tables

* Add tables to the relational structure of the project
*  Flag tables with specific colored bullets
*  Enable CRF flow support

e Partitions

*  Group all items into logical Chapters and Sections

*  Give descriptions with short and long headers and in up to 9 language alternatives
e Jtems

*  Add/modify items and specify properties

e Type; length; minimum/maximum; missing values; short and long descriptions in up to 9 alternative
languages; coding system; indication of units

*  Move among sections and chapters
*  Import definitions from other projects

e Labels & Codes

*  Define codes and labels for coded items with short and long labels in up to 9 alternative languages
(or synonyms)

(24)



:
-— ProMISe features: Prolect De5|gn (2)

Data Entry Report Export Help Filter DESIGNER TEST CONTAINER - Design Mode | Redie r.orand@ume.nl and 0633317552 18119 |
Wﬂ“!& A iEY 7 ;_1'7:.; -.l_—l I
& e Sl W
Manage .E:!' Upload
. Structure  Tables paRtitions ltems = Labels&Codes Help: Help Files Triggers: | Data Entry Logic
e Help files
* Internal help files tied to one specific item
 Pictures

e Short explanations
e (un)rendered text, typed in by Designer allowing HTML
¢ Links to other help files or websites rendered automatically as buttons

* External help files tied to one or more items
e Supported types: .ASC,.TXT,.GIF,.JPG,.AVI,.WMV,.MP$,.MOV,.HTM,.PDF,.DOC.,XLS
e The name of the file matches automatically to items with the same (partial) name
e Files can be tied to code sets
e GIF files can be made click-sensitive and produce codes as alternative to text based input

. Data Entry logic (“triggers”)

Arbitrary criteria to test for inadmissible values; warnings or notifications

Adjusting data entry flow by conditional jumps to specific items

Conditional hide/show subsets of codes depending on values already entered

Conditional hide/show of items or sections depending on values already entered

Automated creation of records in the relational structure based on logical criteria

Support for automatically evaluated formulae based on logical criteria

All triggers have counterparts to “program” behavior of questionnaires (25)

X X X X %X %



Example of a complex

g national research infrastructure
ProMIse
e Features

* One central Dictionary covering 8 (rare) diseases

* Each University Hospital subscribes to the common
Dictionary

* Four hospitals extend their local copy with local
Dictionaries

* Data are obtained by real-time conversion from
Hospital Information Systems as well as manual input

(26)



ProMISe positon in the architecture of Care & Research

L PaTienT

Web Forms P

(e.g. QoL qu‘astionnaires)

Any participating
Data Management via ProMISe hospital
infrastructure
(auto-created by Dictionary) PI'GHI&

via web

N <
L os
'?ﬁ's-c
-g c 2
0 907
LB =
— [55}
=&t
O S¢
c O35 IR0 R LS5
o il SRO.M Lo
8 Project Dictionary

Project Data

Clinical Trials

Observational Studies

(Inter)national Scientific Registries
National Quality Registries (peer review)

RESEARCH

/ Local implementation by any software
package/or approach

SQL Se
data base

Hospital

ProMISe POST receiver

Data

Dictiona

Information
YA E]

ProMISe POST rec

eiver
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Authentication

* | ProMI5e Logon Procedure: information requested -- Webpage Dialog

This project requires a ProlISe Session Key which you should receive in a few
moments via SMS

3
—i‘ 625039 (required)

If vou work regularly on this PC and declare this computer to be in a safe
environment, you may choose 1o register the IP address of this computer
(10.160.9.99) as a safe PC to logon from with this username.

If yvou do so, you will not be prompted for a Session Key anymore when using this
computer with the current username until your password changes or expires.

......... o

v (check to declare safe)

Please confirm/change your e-mail address 1o the ProldlSe Server for internal
administration purposes and direct communication of important messages

r.orand@Ilumc.nl

Continue logon procedure

(28)



Frequency tables and summary measures

Specify List Status Content
mean |count| std.dev. |minimum|maximum|sum
{sysmis} null|23930] 56% % 0.022987)23231|0.149864 0 1] 534
Onbekend 1] 1458 % % 0.024005| 1458|0.153119 0 1] 35
Toegebracht door anderen| 2| 640 % 4% % 0.032813| 640({0.178285 0 1 21
Verkeer 4| 3789 9%| 22% 25% 0.017683) 3789(0.131813 0 1] 67
Bedrijfsongeval 5 432 1% 2%] 28% 0.020833] 432|0.142992 0 1 9
IPrive 6/10928] 25%| 62% 890% 0.032394§10928|0.177062 0 1] 354
Sport 8| 1540 % % 98% 0.003247) 1540(0.056908 0 1 &
Zelfmutilatie 9] 183 % % 100% 0.054645( 183|0.227909 0 1 10
Anders 11 84 % % 100% 0.047619 84(0.214238 0 1 4
TOTAL 42984 17596 | Overleden? |
mean |count| std.dev. |minimum|maximum sum
{sysmis} nullj23930] 56% % 0.979741|21508|0.061698| 0.001575 1121072 275989
Onbekend 1] 1458 % % 0.984967| 1408|0.028614|0.137922 1| 1386833918
Toegebracht door anderen| 2| 640 % 4% % 0971079 614(0.134842|0.000017 1| 596242256
Verkeer 4| 3789 9%| 22% 25% 0.974875| 3585(0.088678|0.003164 1| 3494925525
Bedrijfsongeval 5 432 1% 2%] 28% 0975881 423(0.101021]|0.025206 1| 412797835
IPrive 6/10928] 25%| 62% 90% 0.979768)10595(0.043732| 0.00623 1| 10380 645737
Sport 8| 1540 % % 98% 099277 1519 0.03912|0.040427 1| 1508.017714
Zelfmutilatie 9] 183 % % 100% 0938953 167|0.187967|0.000349 1| 156805222
Anders 11 84 % % 100% 0.973074 79[(0.094652| 0.179353 1 76.872819
TOTAL 42984 17596 | P-survival I

nied (as a Javascript fenmula oras SO Pest proce:
052=10197.6) Wit EXEXPECLEUIONEINEEIMIE rrurlorul clzlss

SSing); wrd Gl Compare
|ezitlon) (0.9$0))
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Simple survival analysis

Data Entry Export Help FEilter Manage

List Status Table Content
DATA REPORTS

JREPORT & QUERY SPECIFICATION
- Generate Report
& - | Save Advanced Query
Redisplay this tree
ﬂConversions

jclass, Format & Complexity
i - | Mew Report Specification
i - | ChooseReport Class
Format
Complexity advanced

ﬂCon tent
ﬂSu rvival Structure

gt e s e s A e

-

[52[PRODUCTION]?] Manage Mode | Redirsct to r.orand@lume.nl and 0433317552 2211
4 T = Alg = -
k = = L™ =
O mA=Q@2 %

Al
ronald::demo survival
ﬂSTDRED REPORT SPECIFICATIONS '« The actual Survival Analysis has to be specified as an Advanced Query!

+ Use the branch Simple Survival Setup if you are not familiar with advanced gueries
and you need help with a basic survival specification.

i

Final Query

J]n the Final Query (#E) we select Records from ...

J#A: ONGEVAL-RECORDS (but only if: ~Valide datum ongeval )
... adding info (using minimum {DATUMONTSLAG}#B) and ...
.. matching records (possibly none) with the same [CIC,PatientRecord] from ....
j#B: ONGEVAL-RECORDS (but only if: ~In leven™)
... adding info (using minimum {DATUMOVERLEDEN}#C) and ...
... matching records (possibly none) with the same [CIC,PatientRecord] from ....
#C: ONGEVAL-RECORDS (but only if: ~Overleden”)

Date item #0 OT Ongevalsdatum en ti'd

Consider #0 only if
Treat date #0 as

=)

E

rivate:CIC=1:Valide datum ongeval

Date item #1 Datum ontslag|
Consider #1 only if
Treat date #1 as
& Date item #2
Consider #2 only if
Treat date #2 as
G Date item #3 [

Consider #3 only if non}
Treat date #3 as

Date item #4 [
Consider #4 only if
Treat date #4 as

Continue by Constructing the Advanced Query
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ElDisplay Options

utput Table

IData Manager

+|ADDTTIONAL PA

Jawwnujuaned sinyuayalz

pliy us wnyepsjeaabugQ 1O

101847 [2010/01/01|2006/01/02|-1460 101| 847/2010/01/01|Anders|Scherplambulance[2010/01/01 12:00:00{2006/01/02
10123322007/12/07|2007/12/07 0 101/2332|2007/12/07 Stomp |a mbulance2007/12/07 03:06:002007/12/07
101 3404(2008/07/20|2008/07/23 3 101(3404|2008/07/20 Stomp |a mbulance2008/07/20 00:00:002008/07/23
101 36062008/06/26|2008/06/26 0 101/3606|2008/06/26 Stomp |a mbulance2008/06/26 19:03:002008/06/26
1014514{2007/03/27|2007/04/03 7 101/4514{2007/03/27 Stomp |a mbulance2007/03/27 10:35:002007/04/03
1014661(2007/01/20/2007/01/23 3 101/4661/2007/01/20 Stomp |a mbulance2007/01/20 00:00:002007/01/23
101 56742007/03/08/2007/03/12 4 101/5674/2007/03/08 Stomp |a mbulance[2007/03/08 13:58:00[2007/03/12
101 57082007/02/18/2006/11/05| -105[2007/02/18| 0[101[5708/2007/02/18 Stomp |a mbulance2007/02/18 00:00:002007/02/18|2007/02/18 14:45:00|
EEH9- - Sheetl - Microsoft Excel
W Insert Page Layout Formulas Data Review View Developer Add-Ins Load Test Team
I:t: E::w ) Calibri 1l A = [% | . S Wrap Text General - E Normal Bad Good Neutral Calculation
== = = .0 .00 iti | -k C i
Pafte o Format Painter Lo~ A EEE Merge & Center = | $§ = %+ | %53 3% E:l::iaﬂ:’nf:lv a:‘;:;f:v Explanatory ... |Input Linked Cell Mote
Clipboard [F} Font [P Alignment [F} MNumber [F} Styles
D33 - |
A A B (G D E F G H 1 ] K L il N o P Q R
1 MARK: [ID_ |IDAA_ |™START1 ~CENS2 TIME“CEN™~UNCENS3  TIMEYUNCIC |Ziekenhu Ongeval Oorzaak ol Letselaarg Vervoer OT Ongevalsdatum ern Datum ontslag Datum en tijdstip ove|CIC |Ziel
2 | 101 847 40179 38719 -1460 101 847 40179 Anders  Scherp  ambulance 2010-01-01 38719 101
3 101 2332 39423 39423 4] 101 2332 39423 Stomp  ambulance 2007-12-07 39423 101
4 101 3404 39649 39652 3 101 3404 39649 Stomp  ambulance 2008-07-20 39652 101
5 101 3606 33625 39625 4] 101 3606 39625 Stomp  ambulance 2008-06-26 39625 101
6 101 4514 39168 39175 7 101 4514 39168 Stomp  ambulance 2007-03-27 39175 101
7 101 4661 39102 39105 3 101 4661 39102 Stomp  ambulance 2007-01-20 39105 101
8 101 5674 33149 39153 4 101 5674 39149 Stomp  ambulance 2007-03-08 39153 101
9 101 5708 39131 39026 -105 39131 0 101 5708 39131 Stomp  ambulance 2007-02-18 39131 2007-02-18 101
10 101 6623 39126 39128 2 101 6623 39126 Stomp  ambulance 2007-02-13 39128 101
11 101 7012 35514 39516 2 101 7012 39514 Stomp  ambulance 2008-03-07 39516 101
12 101 8558 39083 39084 1 101 8558 39083 Stomp  ambulance 2007-01-01 39084 101
13 101 8539 39083 39101 13 101 8539 39083 Stomp  ambulance 2007-01-01 39101 101
101 8560 33083 39054 11 101 8560 33083 Stomp  ambulance 2007-01-01 350594 101




Data for Survival

@ https://ronald.clinicalresearch.nl/ - LTR[REGIS][LMNAZ][5][rmrdm_MC_GLOBAL_man][CIC:1(1)] [ronald -

Data Entry Export Help FEilter
Specify List Table Content
-lsurvivarL
jPreparations
Ctrl 7 Analyze in R (Statistical Portal)
Ctrl 8 Show/Export statusitime table
Cirl & Clear Graph
e Model fit log
ﬂAnaIysis
ﬂDispIay parameters

CKEa GG REYSEXI ORULO RGN YASOIW AT Ee

Manage

Windows Internet Explorer EI@
Manage Mode | Redirect 1o rbrand@ume.nl and 0632317552 :
A= = da [ 1 = 4 = it
n D [DAA |S[TimeStart End Cens o
101 8471 -12010-01-01 12:00:00.000 1131 =
1101 2332000 02007-12-07 03:06:00.000 2007-12-07 00:00:00.000 211
2101 3404 0 32008-07-20 00:00:00.000 2008-07-23 00:00:00.000 21
31071 3606/ 0 02008-06-26 19:03-00.000 2008-06-26 00:00:00.000 21
4101 4514/ 0 72007-03-27 10:35:00.000 2007-04-03 00:00:00.000 21
51071 46610  32007-01-20 00:00-00.000 2007-01-23 00:00:00.000 21
6101 5674 0 42007-03-08 13:58:00.000 2007-03-12 00:00:00.000 21
7101 5708 1 02007-02-18 00:00:00.0002007-02-18 14:45:00.000 21
8101 6623 0 22007-02-13 10:05-00.000 2007-02-15 00:00:00.000, 21
9101 70120 22008-03-07 00:00:00.000 2008-03-09 00:00:00.000 21
101101| 8558 0 12007-01-01 06:12:00.000 2007-01-02 00:00:00.000, 211
111101| 8559 0, 182007-01-01 00:00:00.000 2007-01-19 00:00:00.000 21
121101| 8560/ 0 112007-01-01 12:19:00.000 2007-01-12 00:00:00.000, 21
13101 8562 00 92007-01-03 00:00:00.000 2007-01-12 00:00:00.000 21
& = I=
Home Insert Page Layout Farmulas Data Review View Developer Add-Ins Load Test Team
& cut Calibri === = Wrap Text General -
=l 523 Copy ~ - =
Pavste o Format Painter B 7 === F Merge & Center ~ | $ + % o+ | %059 G
Clipboard Alignment Number
M11 - %
A B = D E F G H 1 ] K L
1n D IDAA |S Time |Start End Cens
2 101 847 -1 -1/ 00:00.0 1" 3 1
3 1 101 2332 0 0/ 06:00.0 00:00.0 2 1
4 2 101 3404 0 3/ 00:00.0 00:00.0 2 1
5 3 10 3606 0 0/ 03:00.0 00:00.0 2 1
& 4 101 4514 0 7135000 00:00.0 2 1
7 5 101 4661 0 3/ 00:00.0 00:00.0 2 1
8 [§] 101 5674 0 4| 58:00.0 00:00.0 2 1
9 7 101 5708 1 0 00:00.0 45:00.0 2 1
10 8 101 6623 0 2| 05:00.0 00:00.0 2 1
11 9 10 7012 0 2| 00:00.0 00:00.0 2 1
12 10 10 8958 0 1] 12:00.0 00:00.0 2 1
13 1" 101 8559 0 18| 00:00.0 00:00.0 2 1
14 12 10 8360 0 11/ 19:00.0 00:00.0 2 1
15 13 10 8962 0 9/ 00:00.0 00:00.0 2 1
16 14 101 864 0 5/ 08:00.0 00:00.0 2 1
17 15 10 8965 0 0] 36:00.0 00:00.0 2 1
18 16 10 8066 0 14| 05:00.0 00:00.0 2 1
19 17 101 8a67 0 1] 00:00.0 00:00.0 2 1
mn 18 1M1 ARRA n AR BO-NN N NN-Nn N il 1
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Report

meparations {undelermmed}

ElGIDbaI: Kaplan-

Strata(KM) J Co
[-lclobal: cox pH

DiSplav parameters

Manage Mode | Rediect to r.orand @lume.nl and 0433317552

. [kM]Overall




Simple split bv risk factor

I Valid Cbservations ....

)
i

(n=2059)

= Output Window ProMI5e - Windows Internet Explorer

Variable Avg | SD Ref\al Reflab Coeff=Effect of:
1 0.0146 0.1198 0 nee  [ja] versus [RefVal]
. . 1.0
Iteration History...
-2 Log Likelihood = 771.3436
(NULL Model) g
-2 Log Likelihood = 816.5038 M
-2 Log Likelihood = 7&2.5088
-2 Log Likelihood = 760.5334
-2 Log Likelihood = 760.8973 8
-2 Log Likelihood = 760.8%73
(Converged)
Overall Model Fit... T
Chi Square= 10.4463; df=1;p= 0.0012
B
Var Coeff. StdErr p HazRatio Lo95% Hi9%5%
1 1.7389 04352 0.0001 5.6912 24359 13.2965 5
Model fitted and baseline (at predictor RefV
4_
3
2
A
o
0
(manths) =

(34)



Possibility to link to

statistical software

professional

al '| 'é} http://localhost/SV/Chart.as

?AnalysisMame=mrdm_MC_GLOBAL_man_]

555 k =

DCXH & Public Cox Chart ‘ ‘

File Edit View Favorites Tools Help

= a https--ronald.clinicalresea... [ https--www2.clinicalresea... Ea https--test.clinicalresearc...

Google « | Search ~ - More» _ SignTn

>

%« B ~ = = - Pagev Safetyr Toolks~ @~

»

Home | Info| Data| Model | Chart| Description
mrdm_MC_GLOBAL_ man_197940555

mrdm_MC_GLOBAL_man_197940555
Return to inde:

les

XHELLADE_
nee
= | XHELLADE,
A XHELLADE_=nee
HHH H——tH—+t - H——HH— t H+— t
@
=
Chart variable ﬁ
_baseline at covariate mean
@
= _survival at specified covariates
™ - +— H+ H—t H—H——HH— t H+— t
= Q) XHELI.ADE_
=
5
w
-
= -
Chart type A
Plot ype | Legend |
o] @ survival @ defsult
o
event none
cumhaz topright
= log bottomright
= clogleg topleft
Nratriskc 2047 4 T = T Fed T 7 I|'J & T z T .
200 400 600 800 1000 1200 bottomi=it
Time

m

Call:

coxph (formula = Surv(TIME, STATUS4COX == "1") ~ XHE
coef exp(coef) se(coef) z
-1.7¢ 0.172 0.436 -4.04 5.3e-0

Likelihood ratio test=10.7 on 1 df, p=0.00110 =n=
(12 ocbservations deleted due to missingnesa)

4 i,

LI.ADE , data = Data)
b
5

2047, number of events= 56

(2

H100% -

(35)



Table

EhantSicane SaVediasiaraphics

Count Total % Valid % Cumul %

Diagnose regio

Print...
- Skin: 292 (2.8%)
Leq: 1 871 (18%) Settings...
Head: 3 009 (28.9%) Global Settings

About Adobe Flash Player 11.1.102.55...

Arm: 1197 (11.5%)

Face: 1 275 (12.3%)
~ Spine: 1 346 (12.9%)

Neck: 83 (0.8%)
Abdom: 372 (3.6%)

Thorax: 955 (9.2%)

Groepsindeling voor

ISS berekening Count Total % Valid % Cumul %

Diagnose regio

[6]: 1 782 (17.1%) -
M]: 3 102 (29.5%)

[5]: 1383 (13.3%)
4] 89 (E.6%) [2]: 697 (6.7%)

- [3]: 2537 (24.4%)

Groepsindeling voor 135 berekening




DITEHS ELIGIBLE FOR REPORTS
ElPATIENT_RECORDS

nhoud Letselaard
EONGEVAL—RECORDS
-lonGEVAL-RECORDS

ndex admi ongeval
-lonGEVAL GEGEVENS
ElGegevens ongeval

Oorzaak ongeval (categorie) | |
Oorzaak ongeval (detail) D
Plaats herkomst [] politie/brand v eer

Verwijzer . -E- 100%
Letselaard

72“/ 28‘}’ 100%
Beschrijving / toedracht ongevaID - - - -

\Verwijzer

Unselect
Select for Descriptive Statistics Table (mean etc)

Select for Frequency table
Crosstabulate other items with this item (Vertically)

20 40 60 80 100 120

. 2:5tomp . 3:Scherp

. &
EhABLEs erwijzer*Letselaard

[ _E S
Cros¥ kb content counts

counts: show counts (whether value is valid or not

valid: only count valid values

row %%: show only row percentages

col %%: show only column percentages

row %%+count: include counts and row percentages of valid values
col %%+count: include counts and column percentages of valid values

TUrs) Inite) pereanitzlefas Wit 2 eliex .




User management and authorisation levels

;]CURRENTLY DEFINED USERS
Search in (user)name,email,mobile:l

;lActive Users
ﬂManager (A)
ﬂDesigner (A)
JProduction (A)

ﬂCenter (Prod-A)
JRegistry (Prod-A)
=4 | 1tr99rb on CIC=99
_ﬂDemo (A)
_ﬂDownload (A)
j]Anonymous Users
j]Expired Users
i]Deactivated Users
Unclassified Users

-luser oBIECT
JCU rrent User
g~ CtiL LOAD selected User ...
& - | CtlR Refresh CICs in UAM ...
B Ctrl S SAVE parameters ...
;]Logon properties
username
password

... notify user on change
actual name of user

e-mail of user

mobile number

Special user subtype

privacy protection category
TTP encryption category
user allowed on-behalf logon

Slactual name unknown

® unknown and expired

& authorisation expired

=f'active

@@ blocked (10 invalid passwords)
X deactivated (by manager)

tro9rb)

[l
1
Normall
None |
JEncDec|
=

Authentication and IP addressesm

Authenticated IP addresses
IP(-pattern) mask(s)

IP violators

IP(-pattern) block(s)

[_
—
—
—

B Resetinvalid logon counter (+reactivate)

J(info only)
associated CIC
Expiration date
Invalid logon counter
User Class (calculated)
UserGuid

ﬂToggIe
ﬂCreate User ...
ﬂDeIete User ...
ﬂUpdate

99

2012-04-01 08:53:57.207

0]
Registry-Prod-Active

513ADEBC-929C-4069

uoneaInpPI0IaYy

sonsnels
lojeuiploon|®

Initial LogOn to center

After switch to Center
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adoag

Dashboard functionalities (trauma project)

eliminate missings w-/500 H-/300
g 2  Item
== g ("crosstab)
E|
3
P~
PATIENT_RECORDS
P =  Geslacht -
ONGEVAL-RECORDS
P =  Qorzaak ongeval (categorie) ~
P = Letselaard -
P ~  Gebruik alcohol ~
P -  Gebruik drugs -
P = Gebruik medicijnen =
DIAGNOSE_RECORDS
P ~  Diagnose regio
ONGEVAL-RECORDS
o, ~ Oorzaak ongeval (categorie)
*Gebruik alcohol
o, » Letselaard
*Gebruik alcohol
oy~ Gebruik drugs
*Gebruik alcohol
oy~ Gebruik medicijnen

*Gebruik alcohol

Skin: 2 (3.2%)
Administratie en overige e care
diagnosen: 1 {1.6%) Leg: 4 (6.5%)

Arm: 2 (3.2%)

Spine: 6 (9.7%)
Abdom: 1 (1.6%)
Thorax: 2 (3.2%)

head: 34 (54.8%) Neck: 2 (3.2%)

Face: 8 (12.9%)

[Diagnose regio] (within CIC=101 {LUMC} within Studie 1SS_15+)

Reﬁeshl Study: Study:Automatische selectie van patienten met een ongeval met ISS = 15 [ltems for Study 4001] =

Skin: 26 (1.8%)
Leg: 139 (9.7%)

Administratie en overige
diagnosen: 3 (0.2%)

Arm: 145 (10.1%)
head: 585 (40.8%)

Spine: 133 (9.2%)
Abdom: 46 (3.2%)

Thorax: 155 (10.8%)

Face: 200 (13.9%) Neck: 5 (0.3%)

[Diagnose regio] (outside CIC=101 {LUMC} within Studie ISS_15+)

(39)



TRES: Real-time encryption via
TTP

e Dual Control — Access to identifying data only
after authentication by CDMS as well as the Tres

software
e Separation of duties — CDMS authorizes access

to data, TTP authorizes decryption and thereby

access to identification
e Split Knowledge — TTP has no access to the data

and CDMS has no knowledge on decrypt
permissions.

(40)



Fully integrated into data
magement

Special it 14| e © 1

An item to conta

Compatiblej Enter value for [Name patient]: w

An item to conta John Doe 5

Demo fuzzy date

E-mail address (R

Find data in HI

Identification of |

Information Syst

Date of birth

Last name

First name

ltems for TTP-ENCRYF [1ON

(TOPSECRET)
A4fdb-bdb ...

Address patient b9d05419-76df- road 1
4fdb-bd6 ...

Social Security Number (BSN) b9d05419-76df- 123456789
4fdb-bd6 ...

2012(41)



No access to encrypted data
without TTP authentication

ltems for TTP-ENCRYPTION

(TOPSECRET)

Name patient f0a?2b963-dh0e- Not connected to TTP
4f0b-bat ...

Address patient

Social Security Number (BSN) f0a2b963-db9e- Not connected to TTP

4f0b-bat ...
Items for TTP-ENCRYPTION
(TOPSECRET)
Name patient f0a2b963-db0e- No decrypt permission.
AfQb-bab __.

Address patient

Social Security Number (BSN) f0a2b963-db9e- Mo decrypt permission.
Affih_haR

2012(42)



The patient ID Is entered in a TTP data entry

form, encrypted by the TTP and the encrypted
ID Is then automatically entered in the CDMS

Hospital

Trusted Third Party

ical Data with Encr

yoted (D
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i Patient 1D

‘ Medical data
mX =

dical data with encrypted D

Medical data with encrypted 1D




Research and analysis do not have access to
the TTP and thereby no access to patient
identifiers and with further limitations in CDMS
anonymized access can be provided.
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